IIpunoxenune N 2.

HNudopmanuoHHas naMATKA JJs1 00y4AOUIUXCS JJIs1 pa3MenieHus Ha 0(puIuaaIbHbBIX
HHTEpPHET-pecypcax

[Tpunoxenue N 2
C KaXJpIM TOZIOM MOJIOJICKH B MHTEPHETE CTAHOBUTCS OOJIbINE, a INKOJIBHUKH OHH U3 CAMBIX
aKTUBHBIX IoJIb30BaTenel Pynera. Mexay TeM, IOMUMO OIpOMHOI'O KOJIMYECTBA
BO3MOKHOCTEH, MHTEPHET HECeT U MpoOIeMbl. JTa MaMsTKa J0JDKHA TOMOYb Tede 6e30macHo
HaXOJUThCA B CETH.
KomnbrorepHbie BUPYCHI
KoMnbroTepHbIii BUPYC - 3TO pa3HOBUAHOCTb KOMITBIOTEPHBIX POrPaMM, OTJIIMUYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBJSIETCS CIIOCOOHOCTh K Pa3MHOKEHUIO. B fomonHenue k aTomy,
BUPYCBI MOTYT IOBPEIUTh WJIM MTOJIHOCTbIO YHUUYTOXUTH BCE (DailiIbl U JaHHBIE,
MOJIKOHTPOJIBHBIE TTOJIH30BATEII0, OT UMEHH KOTOPOTO ObLIA 3aImylieHa 3apakeHHas
IporpaMma, a Takyke MOBPEAUTh UJIH JIaXKe YHUUTOXXUTh ONEPALMOHHYIO CUCTEMY CO BCEMU
¢aiinamu B enoM. B OosbIIMHCTBE cllydyaeB paclpoOCTPaHAIOTCS BUPYChHl UYepE3 UHTEPHET .
Mertoabl 3a1IUThHI OT BPEAOHOCHBIX IIPOrpamM:
1. Ucnonb3yil cOBpeMEeHHbIE OllepallMOHHbIE CUCTEMbI, UMEIOILIUE CEPhe3HbIM YPOBEHb 3alUThI
OT BPEIOHOCHBIX IIPOIPaMM;
2. ITocTtosiHHO ycTaHaBnuBai nautu (LMQPOBBIE 3aAMJIATKH, KOTOPbIE ABTOMAaTHUYECKH
YCTaHABIMBAIOTCSA C 1I€JIbI0 JOPAOOTKU MPOTrPaMMBbl) U Apyrue oOHOBJIEHUS CBOEH
OTIepAIMOHHON cucTeMbl. CKaunBail X TOJIBKO C OPUITHATBHOTO caiita paspadorunka OC.
Ecnu cymecTByer pexuM aBTOMaTHYECKOT0 OOHOBJIEHHUS, BKIIIOUH €T0;
3. PaGoraii Ha cBOeM KOMIIBIOTEPE TO/1 MPaBaMU MOJIb30BaTENs, a HE aIMUHUCTpaTOpa. ITO HE
MO3BOJIUT OOJNBIIMHCTBY BPEJOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHCSA Ha TBOEM NIEPCOHATILHOM
KOMIIBIOTEDPE;
4. Vicnonp3yil aHTUBUPYCHBIE IPOTPAMMHBIE POAYKTHI U3BECTHBIX MTPOU3BOAUTEINEH, C
aBTOMAaTUYECKUM OOHOBIIEHUEM 0a3;
5. Orpanunup HpU3MUECKUN JOCTYI K KOMIIBIOTEPY JUIsS TOCTOPOHHUX JIULL;
6. Ucnonb3yil BHEIHUE HOCUTENU MH(OpMAIH, TaKue Kak ¢Iielika, I1cK win (aitn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;
7. He oTKphIBail KOMIBIOTEpHBIE Qailiibl, TOJYyUYEHHbIE U3 HEHAIEAKHBIX UCTOUHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE IpHCIIal TBOM 3HAKOMBIH. JIydllle yTouHU y HEro, OTIPaBiIsii JId OH Tebe nX.
Ceru WI-FI
Wi-Fi - 5T0 He Bu mepenayn JaHHBIX, HE TEXHOJIOTHsI, a BCETO JINIIL OpeH 1, Mapka. Erie B
1991 rony Huzaepnanjckas koMmnanus 3apeructpuponaina opena "WECA", uto o603Hauano
cnoBocoyeranue "Wireless Fidelity", koTopslif nmepeBoauTcs kak "OecrpoBoaHas TOUHOCTD'".
Jlo Hamrero BpeMeHH Jioma apyras abopeBuaTypa, KOTopas sIBISIeTCS TaKOH )K€ TEXHOJIOTHEH.
Ot1o abbpeBuarypa "Wi-Fi". Takoe HazBaHHE ObLIO JaHO C HAMEKOM Ha CTaHJapT BBICIHICH
3BykoBoi TexHuku Hi-Fi, uto B mepeBoje o3HauaeT "BbICOKasi TOUHOCTH".
Jla, OecriaTHBIN MHTEpHET-I0CTYH B Kade, OTENAX U a3pornopTax sBISIETCS] OTIUYHON
BO3MO>KHOCTBIO BBIX0J1a B MHTepHET. HO MHOTHE SKCIIEPTHI CUUTAIOT, YTO OOIIEAOCTYIHbIE
Wi-Fi cetn He SIBISIOTCS 0€30MaCHBIMHU.
CoBetbl 110 0e30macHOCTH paboTHI B 00mIe10CTYHBIX ceTsx Wi-fi:



1. He nepenasaii cBoro muuHyro nHpopmarmio yepes odmenoctynasie Wi-Fi cetu. Paboras B
HUX, JKEJIaTeJIbHO HEe BBOJUTH MAPOJIU JOCTYIA, JIOTHHBI U KaKUE-TO HOMEpa;

2. Ucnonb3yit 1 OOHOBISH aHTUBHPYCHBIE IPOTPaMMbI B OpanaMayep. TeM cambIM Th
obe3omacuib ce0sl OT 3aKauKu BUpPYyca Ha TBOE YCTPOHCTBO;

3. [Ipu ucnons3oBanuu Wi-Fi orxroun Gpynkiuio "O0muii qoctyn k daitiam u npuaTepam”.
Jannast yHKIMA 3aKpbITa 10 YMOJYaHHIO, OAHAKO HEKOTOPBIE MOJIb30BATEIN aKTUBHPYIOT €€
IU1s1 yioOCTBa UCIOIb30BaHus B paboTe uiu ydeobe;

4. He ucnone3yit myonnunsiii WI-FI 115 mepegaum TUYHBIX TaHHBIX, HAIPUMED UIS BHIXO/A B
COIMaJIbHBIE CETU WM B 3JIEKTPOHHYIO MOYTY;

5. Wcnonb3yit Tosbko 3amuiieHHoe coequHenue yepes HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aapeca BBoau uMeHHo "https://";

6. B MmoOounsHOM Tenedone orkmoun pynkiuto "llonkmrouenue k Wi-Fi aBromarnuecku". He
JIOTTYCKall aBTOMAaTUYECKOTO MOAKIIOUEHUs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.
CouuaJjibHbIe ceTH

CouuanbHble CETH aKTUBHO BXOJISAT B HAaIlly KU3Hb, MHOTHE JTIOJU pabOTAIOT U )KUBYT TaM
MOCTOSTHHO, a B Facebook yxe 3aperucTpupoBan MUILTHAP]T YETOBEK, UYTO SBIISCTCS OTHOM
CebMOIl BCeX JKUTeNel TaneTsl. MHOTHE MOJIb30BaTeNId HEe MOHUMAIOT, YTO UH(OopMaIus,
pa3MellleHHas UMU B COLMATIbHBIX CETAX, MOXKET OBITh HaliJleHa U UCII0JIb30BaHa KEM YrOAHO, B
TOM 4YHCJIe HE 00s13aTeNbHO ¢ O1aruiMu HaMEPEHUSIMH.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COI[UATBHBIX CETAX:

1. Orpanuyb CIIUCOK Apy3eid. Y TeOs B Ipy3biX HE JTOJDKHO OBITH CIIy9allHBIX U HE3HAKOMBIX
JIIOJIeH;

2. 3amuinaii CBOIO YacTHYIO XH3Hb. He yka3biBail maponu, TenaedoHsl, aapeca, 1aTy TBOETO
POXICHHS U IPYTYIO JTHYHYIO HHPOPMAIHIO. 3I0yMBIIIJICHHUKH MOTYT UCIIOJIB30BATh JIaXKe
UH(POPMAIUIO O TOM, KaK Thl M TBOU POAMTEINH INIAHUPYETE MPOBECTU KAHUKYIIBI;

3. 3amuinaii cBOIO penyTaluio - JEP’KU ee B YUCTOTE U 33/1aBaii cebe Bompoc: XoTen Obl ThI,
yTOOBI IpyTHE MOJIB30BATEIN BUIEIH, YTO ThI 3arpykaeuisb? [Togymail, mpexae 4em uTo-To
OIyOJIMKOBATh, HAMKUCATh U 3aTPy3UTh;

4. Ecnu Thl TOBOPHUIIB C JIFOJAbMH, KOTOPBIX HE 3HAEIb, HE UCIOJIb3YH CBOE peaIbHOE UM U
JIPYTYIO JINYHYIO HH(OpMAIUH: UMSI, MECTO JKUTEIbCTBA, MECTO Y4eObl U IIpoyYee;

5. N306eraii pazmerienus ¢potorpaduii B UnTepHeTe, rae Tl n300pakeH Ha MECTHOCTH, 11O
KOTOPOH MOKHO OTPEEIUTh TBOE MECTOIOIOKEHUE;

6. ITpu peructpanuu B COMAIBLHON CETH HEOOXOIMMO HCII0JIb30BATh CIOXKHBIE TAPOJIH,
cocrosimue u3 OykB ¥ LU(Qp U ¢ KOJIMUYECTBOM 3HAKOB HE MeHee §;

7. Anst conuanbHON CETH, TOYTHI U IPYTUX CAUTOB HEOOXOAMMO MCIIOIH30BaTh Pa3HbIC
naposu. Toraa ecinu Te0st B3JIOMAIOT, TO 3I0YMBIIUIEHHUKH MTOJIyYaT JOCTYI TOJBKO K OJTHOMY
MECTY, a HE BO BCE Cpasy.

JIeKTPOHHbBIE JeHbI'H

DNEeKTpOHHBIE J€HBIU - 3TO OYeHb YAO0OHBIN cIoco0 miaTexei, 0HaKo CyIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJYUYUTh 3TU JE€HBIH.

DIIEKTPOHHBIE IEHbI'U MOSIBUIMCH COBCEM HENABHO U UMEHHO M3-3a 3TOT0 BO MHOTUX
rocyzapcrBax J10 CHX IIOp HE IPONKCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM QYHKIIMOHMPYIOT U O HUX YK€ IPOMHUCAHO B 3aKOHE, /1€ UX Pa3AeNaioT Ha
HECKOJIbKO BUJIOB - aHOHMMHbBIE U HE aHOHMMHbIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - TO T€, B
KOTOPBIX pa3peniaeTcsi IpOBOIUTH onepalnuu 0e3 uIeHTU(UKAIUU T10JIb30BaTENs, a B
HEAaHOHUMHBIX UJCHTU(UKALIHS TI0JIb30BaTeNs ABJISIETCS 0053aTeIbHOM.



Takoke cienyeT pa3iauyarh 3JEKTPOHHBIE PUaTHBIE JEHBIH (PaBHBI TOCYAaPCTBEHHBIM
BAJIFOTaM) 1 3JIEKTPOHHBIE He(puaTHbIE ACHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BaJIIOTaM).
OcHOBHBIE COBETHI IO 0€30MacHON PaboTe C NEKTPOHHBIMH JICHBTAMU:

1. IlpuBsxu K c4eTy MOOMIIBHBIN TesleoH. ITO caMbIil yIOOHBIN U OBICTPBIN CIIOCOO
BOCCTaHOBUTH JIOCTYII K c4eTy. [IpuBs3aHHbIi TenedoH MOMOXKET, eCiau 3a0yAeb CBOM
IIJIATEKHBIN [1apOoJIb WIM 3alICIIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonw3yit onHopa3oBbie mapoiu. [locie nepexona Ha yCHIICHHYIO aBTOPU3ALIMIO TeOe yxke
He OyzeT yrpoxarh ONAaCHOCTh KPaky WIIH TepexBarta MIaTe:KHOTO MapoJis;

3. Beibepu ciioxHbIi 1apotib. [IpecTynankam OyaeT He MPOCTO yraaaTh CIOXKHBIN TapoJib.
HanexxHble maposiu - 3TO mapoJiiu, KOTOpbIe COJAEpKaT He MeHee § 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIC U MPOIMUCHBIE OYKBBI, IIU(PPHI K HECKOJIBKO CUMBOJIOB, TaKME KaK 3HAK J10JU1apa,
¢dbyHTa, BOCKJIMIIATENIbHBIN 3HAK | T.11. Hanmpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CaliTax, KOTOPHIM HE JIOBEPSECLIb.

DJIeKTPOHHAsS MOYTA

DJIEKTPOHHAs [10YTA - ITO TEXHOJOTHS U NPEAOCTABISEMbIE €10 YCIYT'H 110 IEPECHUIKE U
MOJIYYEHHIO JIEKTPOHHBIX COOOIEHUH, KOTOPbIE PACIIPEIEIISIIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO PTIEKTPOHHBIN MOYTOBBIN AUIUK BBHITJISIAUT CIASAYIOIUM 00pa3oM:
UMs_TI0JIb30BATENSI(@UMS_JOoMeHa. Takke KpoMe mepeadu MpocToro TeKCTa, MMeeTcs
BO3MOXKHOCTb TT€peIaBaTh (haubl.

OcHoBHBIE COBETHI IO Oe30MmacHOl paboTe ¢ INEKTPOHHON MOUYTOM:

1. Hago BBIOpaTh npaBUIIBHBIN MOYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIN BEIOOD
OeCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIYUIlI€ JOBEPSITh TEM, KOTO 3HAEIIb U KTO IIEPBBIN B
peUTHHTIE;

2. He yka3pIBaii B THYHOI moYTe THMUHYIO HHpopManuio. Hampumep, srydine BeIOpaTh
"My3bIKalbHbIN (hanaT@" naun "pok2013" BmecTo "Temal3";

3. Mcnonp3yil AByXATalHYI0 aBTOPU3ALMI0. DTO KOIAa IOMUMO NapoJjis HYy’KHO BBOAUTH KOJ,
npuchlIaeMselil mo SMS;

4. BeiOepu CIOKHBIN maposib. [{1s KaXa0ro MOYTOBOTO SIIIUKA TOJKEH ObITh CBOM HA/IEKHBIMH,
YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciin ecTh BO3MOKHOCTh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIOJIB3YH 3Ty
BO3MOYKHOCTB;

6. Ucronb3yil HECKOIBKO MOYTOBBIX SUIMKOB. [1epBhIii 1715 YacTHON MEPENUCKU € aJpecaTaMH,
KOTOPBIM ThI JOBEPSIEIIb. DTO AIEKTPOHHBIN aApeC HE HAJ0 UCIIOIb30BATh IIPU P ETUCTPALUU
Ha opyMax u caitax;

7. He otkpriBait (hailyibl U Ipyrye BIOKEHHS B MUChMAX, JaXKe €CIIM OHU MPHUIILIA OT TBOUX
npy3ei. Jlydine yTouyHu y HUX, OTIIPABIIsUIN JIM OHU TeOe 3Tu (ailibl;

8. [Tociie okoHyaHUs pabOTHI HAa TOYTOBOM CEpBUCE NEPe/] 3aKPhITUEM BKJIAJKU C CAHTOM He
3a0yab HaXxkaTh Ha "BeiiTu".

KubepOy1simHI njM BUPTyaJIbHOE H31€BATEIbCTBO

KubepOymmuHr - mpeciienoBaHue COOOIMEHUIMHU, COAEPKAIIMMHU OCKOPOJICHUS, arpecCulo,
3alyruBaHKe; XyJIUTaHCTBO; COLMANIbHOE OOMKOTHUPOBaHHE C TIOMOIIBIO PA3TUYHBIX HHTEPHET -
CEPBHUCOB.

OcHoBHbBIE COBETHI IO OOPHOE ¢ KHOEPOYIITMHIOM:

1. He Gpocaiics B 60it. Jlydmuii crioco0: mocoBETOBaTHCS Kak ce0sl BECTH U, €CIIA HET TOTO, K
KOMY MOKHO OOpaTUThCS, TO BHaYajie yCoKoUThes. Eciu Thl HauHen» oTBeYaTh
OCKOpPOJIEHUSIMU Ha OCKOPOJIEHHS, TO TOJIBKO €1lle OOJIbIIE pPa30kKKellb KOHPIHUKT;



2. Ynopasmsiii cBoeil kubeppemnyraiuei;

3. AHOHUMHOCTbH B ceTu MHUMas. CyIIeCTBYIOT CITIOCOObI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKUN 00pa3 BUPTyaIbHOU KU3HU. IHTepHET PUKCUpPYyeT BCE TBOU
JIEUCTBUS U COXpaHsET UX. Y JaIUTh UX OyJIeT KpaliHe 3aTPyAHUTEIBHO;

5. Cobmroait CBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enmHUYHBIN HeraTuB. OTHOPA30BbIe OCKOPOUTEIIBHBIC COOOIICHUS JTyUIIIe
UrHOpHupoBaTh. OOBIYHO arpeccusi MpeKpaaeTcss Ha Ha4YaJIbHOM CTau;

7. ban arpeccopa. B nporpammax oOMeHa MrHOBEHHBIMH COOOLIEHUSIMU, B COITUATBHBIX CETIX
€CTh BO3MOXKHOCTH OJIOKUPOBKHU OTIPABKU COOOIICHUI C OMPEACIICHHBIX aJ[PECOB;

8. Ecnu TBI cBUETENh KNOCPOYIIMHTa. TBOM EHCTBUS: BBICTYIIUTH IIPOTUB MIPECIEA0BATENS,
[I0Ka3aTh €My, YTO €ro JeUCTBUS OLIEHUBAIOTCS HEraTUBHO, MOJIEPKATh KEPTBY, KOTOPOU
HY)KHa TICUXO0JIOTUYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (DaKTE arpecCUBHOTO IMOBEJCHHS B
CeTH.

MooOunabHbIi TeJeoH

CoBpemeHHbIE CMapT(HOHBI H IIJIAHIIETHI COIEPKAT B ceOe BIIOJIHE B3POCIbIA (QyHKIMOHAT, H
Ternepb OHU MOTYT KOHKYpPUPOBATh CO CTAllMOHAPHBIMU KOoMIbloTepamMu. O 1HAKO, CPEACTB
3aIIUTHI A7l TOJI0OHBIX YCTPOMCTB MOKA OUYEHb Majio. TecTUpOBaHUE U MIOUCK yA3BUMOCTEH B
HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak A [1K, To xe camoe kacaeTcst 1 MOOMIIBHBIX
MIPUIJIOKECHUH.

CoBpeMeHHbIE MOOHMIIbHBIE Opay3ephl yXKe MPAKTUYECKH JTOTHAIN HACTOJIbHBIE aHAJIOTH,
OJIHAKO paciiupeHue (PyHKIMOHaa BlIeUeT 3a cOO0H OOBIIYIO CIOKHOCTh M MEHBIIYIO
3aIIUIIEHHOCTb.

Jlanexo He Bce MPOU3BOJIUTEIHN BbIYCKAOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTHUECKHE
YS3BUMOCTH JJISI CBOMX YCTPOMCTB.

OcHoBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

Huuero He aBnsgercs no-Hacrosinemy oecruiaTHbIM. Byib ocTOposkeH, Beab Korjaa Tede
npeanaraloT OeCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUE-TO TUIATHBIE YCIYTH;
Jymaii, npexae ueM otnpasuTb SMS, ¢hoTo nnu Buaeo. Thl TOUHO 3HAEIIb, i€ OHU OyIyT B
KOHEYHOM HTOTe?

Heo0xoaumo 00HOBIIATH ONEPALMOHHYIO CUCTEMY TBOETro cMapT(dhoHa;

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI ISl MOOMJIBHBIX TEIE(POHOB;

He 3arpyxaii npunoxeHust OT HEU3BECTHOTO UCTOYHUKA, BE€b OHU MOT'YT COJEPKaTh
BPEIOHOCHOE NPOrpaMMHOE 00eCTIeueHHE;

[Tocnie Toro kax Thl BBIHJENIB C caiiTa, IJie BBOAMII JUYHYIO HHPOPMALINIO, 3aiiiM B HACTPONKH
Opay3sepa u ynanu cookies;

[Tepuonnuecku npoBepsiii, KakKe MJIaTHbIE YCIYTU aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBoif HOMEp MOOMIBHOTO TenedoHa TOJIBKO JIOSM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEPSIEIIb;

Bluetooth momken OBITH BBIKITIOUEH, KOT/Ia THl UM HE TOJIb3yetbcs. He 3a0bpiBail nHOT I
IIPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOUHbIE, 3aXBaTHIBAIOIIME Pa3BICUCHUS,
00BEIUHSAIONINE COTHU THICAY YEIIOBEK MO BceMy MUpy. UTpoku HCCleyroT JaHHBI UM MUD,
001IAI0TCsI IPYT C APYTOM, BBITTOJIHSIOT 3aJJaHUs, CPAXKAIOTCS C MOHCTPAMHU U MOJIYYarOT OTIBIT.



3a y/I0BOJIbCTBHE OHHM IUIATAT: MMOKYMAIOT JUCK, OMJIAYUBAIOT a0OHEMEHT WM IPUOOpEeTaroT
KaKHe-TO OIIUH.

Bce aTH cpeacTBa uayT Ha MoJIepKaHNE U Pa3BUTHE UTPHI, a TAKXKe HAa caMy 0€30MacHOCTb:
COBEPUICHCTBYIOTCSI CUCTEMbI aBTOPU3ALIUH, BBIITYCKAIOTCSI HOBbIE NaT4yk (UG POBbIE 3aIIaTKU
JUISl IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX UTpax CTOUT OMAcaThCsl HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO KPAaXKU TBOETO
naposisi, Ha KOTOPOM OCHOBaHAa CUCTEMa aBTOPU3ALMU OOJIBIIUHCTBA UT.

OcHOBHBIE COBETHI 110 0€30MTaCHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Eciin apyroit urpok BeaeT ceds II0X0 WK CO3AaeT Tebe HeNPUATHOCTH, 3a0JI0KUPYH ero B
CIIMCKE UTPOKOB;

2. Tloxanyiics afMUHHACTPATOPaM UIPHI Ha IUIOXOE MTOBEJEHUE ITOTO0 UTPOKA, JKEJIATEIbHO
IPUIIOKUThH KaKMe-TO JI0Ka3aTelbCTBA B BUJI€ CKPUHOB;

3. He yka3biBaii TMUHYIO HHPOPMAIHIO B Ipodaiisie Urpsl;

4. YBaxail 1pyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIMaabHble NATYU U MOJIBI;

6. Vcrionb3yil cliokKHBIE U pa3HbIE apOJIH;

7. Jaxke BO BpeMsi UIPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [Toka Thl UTrpaelib, TBOM KOMIIBIOTEP
MOTYT 3apa3UTh.

@OUIIMHT WM KPaska JUYHBIX JaHHBIX

OOBIYHOM KpaXkel JAeHEer U IOKYMEHTOB CET0/IHs YK€ HUKOI0 He YAMBHILb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOT U 3710YMBIIIJIEHHUKH IEPEMECTUIIUCH B UHTEPHET, U MPOAOKAIOT
3aHUMATHCA "MIOOUMBIM" I€TIOM.

Tak nosiBHJIack HOBasl yrpo3a: HHTEPHET-MOLIEHHUYECTBA UM (DUILKHT, IJIaBHAS LETb
KOTOPOTO COCTOUT B MOJYYCHHH KOH()UICHIIMATBHBIX JaHHBIX MOJIB30BaTENICH - JOTHHOB U
naposei. Ha anrnmiickoM si3bike phishing unraercs kak ¢umuHr (ot fishing - peioHas nosins,
password - mapoiis).

OcHoBHbIE COBETHI 10 0OpHOE € PUITUHTOM:

1. Cneau 3a cBouM akkayHTOM. Eciu Thl 0J103peBaelilb, 4TO TBOSI aHKETa OblLIa B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKUPOBATh €€ U COOOIIUTh a]IMUHUCTPATOPaM pecypca 00 ITOM KaKk MOXKHO
cKopee;

2. Ucnone3yit Oe3omacHble BeO-CaifThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U MOMCKOBBIX
CUCTEM;

3. Ucnomnb3yii cioxkHble U pa3Hble naponu. Takum o0pa3oM, eciiu Tedst B3IOMaloT, TO
3JI0YMBIIUIEHHUKH MOJIYYaT JOCTYI TOJIBKO K OJHOMY TBOEMY IPO(UIIIO B CETH, @ HE KO BCEM;
4. Ecnu Te0s B3JI0Mau, TO HEOOXOAMMO MPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE
no0aBJeHbl y TeOs B IPY3bsX, O TOM, YTO T€Os B3JIOMAIH U, BO3MOKHO, OT TBOET'O UMEHH
OyJIeT paccbulaThCsl CllaM U CCBUIKHM Ha (DPUIIIMHTOBBIE CAUTHI;

5. YcranoBu HagexHbli napoib (PIN) Ha MoOMIbHBIN TenedoH;

6. OTKiII04YM coOXpaHeHHe naposst B Opaysepe;

7. He oTkpwiBaii (hailyibl U Ipyrue BIOKEHHS B MUChMaXx, JaXKe €CJIM OHHM MPHUIILIA OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIIPABJISUIN JIM OHU Te0e 3TH (ailibl.

Hudposas penyranus

[Mudposas penyranus - 3T0 HETaTUBHAS WM NMO3UTHBHAs HH(OpMAIUS B CETH O Tebe.
Komnpomerupyromas nHpopmalius, pasMenieHHas B HHTEPHETE, MOKET CEpbe3HbIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOI ku3HU. "L{udposas penyranus" - 370 TBOH UMUK, KOTOPBIN
bopmupyeTtcs u3 nHGopmanuu o Te0e B UHTEPHETE.



TBOE MeCTO XUTENbCTBA, y4eObl, TBOEC (PUHAHCOBOE MOJIOKEHHUE, OCOOEHHOCTH XapakTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBACTCS B CETH.

MHor#e moapOCTKH JIETKOMBICIIEHHO OTHOCSATCS K IMTYOJIMKAIIUN JTUYHON WH(OpMAIU B
HuTepHeTe, HE MOHMMAas BO3MOXKHBIX MOCIeACTBUIN. Thl Jake He CMOXKEIlIb J10ralaTbCs O TOM,
4yto ororpadusi, pasMenieHHas 5 JIeT Ha3aj, cTaja NPUYUHON OTKa3a MPUHSATH Te0s Ha
pabory.

Kommenrtapuu, pazmenienue TBoux pororpaduil u Apyrue 1edcTBUsl MOTYT HE UCUE3HYTh
JaXe TOCIe TOT0, KaK Thl MX YAATUIIb. Thl HE 3HACIIL, KTO COXPAHIII 3Ty HHPOPMAIIHIO,
rorasa i OHa B TIOUCKOBBIE CUCTEMbI U COXPAHWIIACh JIU OHA, a TJIaBHOE: YTO MOIyMaloT O
Tebe OKpyXKarolue JIOAH, KOTOpble HAWIYT U YBUIAT 3T0. Halitu nndopmaiuo MHOTO JeT
CITYCTSI CMOKET JTI000M - KaK U3 T0OPHIX MOOYKICHUH, TaK U C HAMEPCHUEM MPUIHUHUTE BpE]l.
DTO MOXET OBITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 10 3aIIUTE UPPOBOIl penyTanuu:

1. Tlonymaii, nmpexie 4eM 4To-TO MyOJUKOBATh U MEpeIaBaTh y ce0s B OJ0Te WM B
COIMAJIbHOU CeTH;

2. B nHacTpoiikax nmpoduis yCTaHOBU OTpaHUYCHHS HA IIPOCMOTP TBOETO MPOQIIISI U €T0
COAEPKUMOTO, CAeNal ero TOJAbKO "1 aApy3en";

3. He pa3memaii u He yka3biBail HH(OPMAIUIO, KOTOPAst MOXKET KOT0-TN00 OCKOPOIATh UITU
00OMKaTh.

ABTOpPCKOe MPaBo

CoBpeMeHHBIE IKOJIBHUKH - aKTHBHBIE TIOJIB30BATENN IUPPOBOTO mpocTpaHcTBa. OqHaKO
JTAJIEKO HE BCE 3HAIOT, YTO IMOJIb30BAHNE MHOTUMH BO3MOXKHOCTSMHU IIU(PPOBOTO MHpa TpeOyeT
coOII0/IeHUs TPaB Ha UHTEJUIEKTYalbHYIO0 COOCTBEHHOCTD.

TepMuH "HHTEIEKTyalbHAsE COOCTBEHHOCTh'" OTHOCUTCS K PA3IMYHBIM TBOPEHUSIM
YeJI0BEYECKOT0 yMa, HAaUMHAas C HOBBIX M300pETEeHUH U 3HAKOB, 0003HAYAIOITIX
cOOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH, U 3aKaHUYMBas KHUTaMU, poTorpadusmu,
KUHO(DUIBMAMHU U MY3bIKQTbHBIMU MTPOU3BEICHUSIMH.

ABTOpCKHE MpaBa - 3TO NMpaBa Ha HHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH,
JUTEPATyphl U UCKYCCTBA. ABTOPCKHE TIpaBa BHICTYIAIOT B KAYECTBE TapaHTUH TOTO, YTO
WHTEJJIEKTYalIbHBIN/TBOPUYECKU I TPY/ aBTOpa HE Oy/IeT HAaIlPaCHBIM, JJACT EMY CIIPaBEIJIUBBIC
BO3MOKHOCTH 3apaboTaTh Ha pe3ylbTaTax CBOETO TPy/a, MOTYyUYUTh U3BECTHOCTh U MPU3HAHUE.
HuxkTto Ge3 pa3pemieHust aBTopa HE MOXKET BOCIIPOU3BOJIUTE €ro MIPOU3BEJICHUE,
pacpocTpaHsTh, MyOIUYHO JEMOHCTPUPOBATH, IPOIaBaTh, UMIIOPTUPOBATH, TYCKATh B
MPOKAaT, MyOJIMYHO UCTIOIHATD, MOKA3bIBAaTh/UCIIONHATH B dpUpe Uiu pazMeniats B UHTepHeTe.
Hcnonb3oBanue "muparckoro’ mporpaMMHOTO 00€CTIeYeHUs MOXKET MMPUBECTH K MHOTHM
pPUCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKH TBOETO YCTPONCTBA, T/Ie
yCTaHOBJIEHA HelleranbHas nmporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYIIECTBYIOT
JerajgbHbIe U OeCTIaTHBIE TPOTPAaMMBbI, KOTOPHIE MOKHO HAWTH B CETH.

O nopraJje

CeTeBUYOK.p( - TBOH TJIABHBIN COBETUYHK B CETU. 371€Ch Thl MOXEITh Y3HATH O 0€30TaCHOCTH B
CETHU MOHATHBIM U JOCTYIHBIM SI3bIKOM, a MIPU BO3HUKHOBEHUH KPUTUUYECKOUN CUTyalluu
00paTUTHCS 32 COBETOM. A Tak)Ke MPHUHSATH y4acTHe B KOHKYpPCax M CTaTh CaMbIM ITU(PPOBBIM
rpak1aHuHOM!



