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[MpunoxeHne. Metogmnyeckme pekomeHagaumm o
pasmeLleHnn Ha MHPOPMALMOHHLIX CTEHAAX,
opmumnanbHbIX MHTEPHET-canTax n gpyrux
NHJOPMaLMOHHbIX pecypcax



obuieobpasoBaTenbHbIX OpraHn3aUnimm U OpraHos,
OCYLLECTBNSALWMX yApaBneHue B cdepe
obpasoBaHusi, tHdopmaumn o ...

MNpunoxeHne

MeTogu4veckme pekomeHgaumm o pasmMeLleHnn Ha
NHOPMALMOHHBLIX CTeHAaX, odouuManbHbIX
NHTEPHET-canTax N apyrux NHPOpPMaUNOHHbIX
pecypcax obueobpasoBaTenbHbIX OpraHu3aunm u
OpraHoB, OCYLLECTBNSALWNX ynpaBneHne B cepe
obpasoBaHus, Hdopmauum o besonacHoOM
noBegeHnn n ncnosnb3oBaHuu cetn "VIHTepHeT"

Skcneptamu n YneHamn BpemeHHon komuccum Coseta Pefepaumm No pasBuUTUo
MHOPMaLMOHHOro 00LLecTBa B paMKax BbINOMHEHNS] peKoMeHAaLMI NnapnaMeHTCKUX CnyLlaHui
"AKTyanbHble BONpoCckl obecneyeHns 6e30nacHOCTU 1 pas3BUTUS AeTen B MHOPMaLNOHHOM
npocTpaHcTee", koTopble npownun B Cosete ®enepaunn 17 anpensa 2017 r., 6einm paspaboTaHbl
MeToamMYecKne pekoMmeHaaumm 0 pasMeLLeHnn Ha MHPOPMaLIMOHHBIX CTEHAAX, omumanbHbIX
WHTEpHEeT-canTax u apyrnx MHMOPMaLMOHHbIX pecypcax obLeobpa3oBaTenbHbIX OpraHn3aummn u
OpraHoB, OCYLLECTBNAWLLMX ynpaBrneHne B cepe obpasoBaHus, MHopmaumm o 6e3onacHomM
nosegeHnn N Ncnonb3oBaHum cetn "VIHTepHeT" (ganee - meToanyeckne pekomeHgauun).
MeToanyeckme pekomeHOauumn HanpasreHbl Ha KayeCTBEHHOE NOBbILIEHNE YPOBHS
MHOPMaLMNOHHOW AeATeNbHOCTU 00LeobpasoBaTenbHbIX OpraHn3aLnii U OpraHos,
OCYLLECTBNSAILLNX yNpaBneHue B cpepe obpasoBaHus, B HaCTU MHOOPMUPOBAHUS YYaLLMXCs, UX
poauTenen (3akoHHbIX NpeacTaBUTENen) N negarorn4eckmx paboTHMKOB 06 OCHOBHLIX acnekTax
MHOpMaLNOHHOM 6e30MnacHOCTMU.

MeToauyeckue pekomeHgaLmm No3BondAT obLieobpasoBaTenbHbIM OpraHn3auusaM 1 opraHam,
OCYLLECTBNAOLLMM yrpaBreHme B cdpepe obpas3oBaHus, akTyanmanpoBaTh y>Ke UCNOoNb3yemble U
pasmelleHHble MHOPMaLUNOHHbIE MaTepurarbl, Tak U MOArOTOBUTb UX B Crlydae UX OTCYTCTBUSA C
Yy4EeTOM NyYLLMX NPaKkTUK U pekomeHaaLmnmn.

B pamkax MeToamMyeckux pekomeHgaumnmn paccmaTpmBaoTCs cnegyowme NHCTPYMEHThI:

1. NHPOPMALIMOHHbIE CTEHADI;

2. ohnymnarnbHble UHTEPHET-PeCcypChl;

3. cpeacTBa MaccoBow MHGOpMaLMK (LLKOSbHbIE ra3eThl, Negarormieckne nsgaHus u apyrue).

HpopMauUNOHHLIE CTeHAb!

Ha nHdopmaLmMoHHbIX cTeHAax B 06LweobpasoBaTeribHbIX OpraHmM3aLmsX, pacnonoXeHHbIX B
done yypexneHun n B kabuHeTax, OCHaLLEHHbIX MEPCOHarnbHbIMW YCTPOWCTBaMU ANs BbiXxOA4a B
ceTb "IHTepHeT", pekoMmeHayeTCs pasMecTUTb MHPOPMAaLMOHHbIE NAaMSTKK, coaepXallune
OCHOBHbIe COBETbI N0 0becnevyeHno MHOopMaLMOHHOW 6e30MacHOCTH yYaLLMXcs.



B npunoxerHnn N 1 kK MeToaNYECKUM pekoMeHaaUmam npeacTaBneH obpasel naMaTky Ans
pasMeLleHNs Ha UHPOPMAaLIMOHHBIX CTeHAaX.

CpeacTtBa maccoBown nHdopmauumn

B cpencTtBax MmaccoBoi nHopMaLmm, OPUEHTUPOBAHHLIX Ha 00yYaloLLMXCs, PEKOMEHYEeTCS B
TeyeHne y4eGHOro roga perynsipHo ny6nmkoBaTb MHOPMaLMNOHHbIE MaTepuanbl, NOCBSILLEHHbIE
oTAeNbHbIM acnekTam MHPOPMaLIMOHHOM 6e30MacHOCTK, a TakKe pasnuyHble NamATKY 06LLero
xXapakTepa.
B cpeacTtBax maccoBoi MHpopMaLMKn, OPUEHTUPOBAHHBIX Ha Negarornyeckyro obLEeCTBEHHOCTD,
pekoMeHayeTcs B TeYEeHNE KaneHaapHoro roga perynspHo nybnukosatb MHOPMAaLIMOHHbIE
maTepuarnbl, NOCBALLEHHbIE OTAENbHbIM acrnekTam NHPopMaLMoHHOM 6e30MacHOCTM Kak
HEeCOBEepLLEHHONETHUX, Tak U 06LLeobpa3oBaTeNnbHbIX OpraHn3aLUnii, a Takke pasnuyHble
namsaTku, 0630pbl HOPMATUBHO-NPaBOBOro PErynMpoBaHusa AaHHON cdepbl U MHOPMAaLIMIO O

aKTyarbHbIX MEPONPUSTUAX U CODLITUSIX B AaHHOW cdepe.

B xone npoBeneHns EgnHoro ypoka no 6esonacHocTn B ceTu "MIHTEpHET" pekomeHayeTcs

obecneunTb BbIMNYCK TEMATUYECKOro BbiMyCKa cpeacTBa MaccoBow nHdopmMaumm nnbo cepun
ny6nukaumm, cpeamn KOTopbiX PACCMOTPETh OPraHM30BaHHbIE MEPONPUATUS ANA 00yYaoLWwmxcs, nx
poauTenen (3akoHHbIX NpeacTaBuUTenNein) N negarormyeckon obLLEeCTBEHHOCTMW.

OdomumanbHble MHTEpHET-pecypchbl

O6LwweobpasoBaTenbHbIM OpraHn3auusaM pekoMeHayeTCca Ha CBOMX opuumanbHbix IHTEpHeT-
pecypcax obecneunTb PYHKLMOHNUPOBaAHME CaMOCTOATESNBHOMO U Crneunanu3npoBaHHOro pasgena
"MHbopmMaumoHHasa 6e3onacHoCTh", B pamKkax KOTOPOro npeaycMoTpeTb pasMeLleHne

cneaywouwen nHopmarmm:

N Paznen/monpaznen ®dopmar npecTaBICHHS CopeprkaHue MaTepuaioB
MaTepuajoB
1. | JloxampHbIe Komnuu 1okymeHTOB B Pa3menaroTcst KONUM JOKYMEHTOB, T.€.
HOPMATHBHBIC AKTHI B ¢dopmare *PDF CKaHUPOBaHHbII BapuaHT JOKyMEHTa,
cthepe obecnieueHus COOTBETCTBYIOIINN TPEOOBAHUSIM K
HH(POPMAITOHHOM napaMeTpaM CKaHUpoBaHus. Pazmeratorcs
6e30macHOCTH JIOKYMEHTBI, PETIIaMEHTUPYIOIIHE
00yJaroxcst OpTaHU3aNHNI0 U PadOTy C MEPCOHATFHBIMH
JTAHHBIMU, TTAHBI MEPOTIPUATHH 110
o0ecriedeHuI0 HHPOPMAITOHHOM
0e301acHOCTH 00y4arONUXCsl M IPyTHE.
2. | HopmaruBHOe Konuu noxkymeHnToB B [TyOnuKyIOTCS aKTYyaJIbHBIE CBEJICHUS O
peryaupoBaHue tdhopmate *PDF (denepalbHBIX U PETHOHAIBHBIX 3aKOHAX,

MUCHMaX OPTaHOB BIACTU U APYTHE
HOPMATHUBHO-TIPaBOBbBIC TIOKYMCHTHI,
perIaMeHTUPYIONIHE 00CCIICUCHIEe
HH(POPMAIIHOHHOW 0€30ITacCHOCTH
HecoBeplIeHHONeTHHX. JlomyckaeTcs

BMECTO KOIUM pasMCllaTb TrMICPCChIIKM Ha




COOTBETCTBYIOIINE JOKYMCHTBI Ha camTax

OpraHoB I‘OCY,HapCTBCHHOI\/'I BJIACTH.

3. | ITemarormueckum Tekcr Ha cTpanule caiita | Pa3zmernarorcst MmeTogudeckue
paboTHHKaM Konuu noxymeHToB B PEKOMEHJALINU U YKA3bIBACTCS
¢dopmare *PDF UH(pOPMAIHS 0 MEPOIIPUSATHAX, IPOEKTAX U

Iporpammax, HalpaBJI€HHbIX Ha
MOBBINIEHHE MHPOPMALIMOHHOM
IPaMOTHOCTH Te1arOrMYECKUX

pabOTHHKOB.

4. | Obyyaromumes Tekct Ha cTpanuLe caiita | Pasmemiaercs nHpopMannoHHas amMsaTKa
(mpunoxenue N 2) u yka3blBaeTcs
uH(OpMAIHA O MEPONIPUATHSX, IPOEKTAX U
IporpaMmax, HalpaBJICHHBIX Ha
MOBBIIIEHHE HHPOPMAITMOHHON

TPAMOTHOCTH O0YUYAIOIIHXCSI.

5. | Poaurensm (3aKOHHBIM Texcr Ha cTpaHulie caiita | Pasmenaercst nHpOpMaIOHHAS TaMATKa
MIPEJICTABUTEISIM) (mpwitoxxenue N 3).
00yJaronmxcs

6. | Herckue GezonacHble Texcr Ha cTpaHulie caiita | Pa3zmenraercst nunpopmarys o
CalThI PEKOMEH/TyeMbIX K UCTIOIBb30BAHUIO B

y4eOHOM TIporiecce 0e30IacHbBIX caiTax,

OaHHEeph! 6€30MACHBIX AETCKUX CAalTOB.

OpraHaM, ocyLecTBNSAIWNM ynpaBneHme B cpepe obpasoBaHus, peKoOMeHAYyeTCs Ha CBOMX
oduumanbHbeix MIHTepHeT-pecypcax obecneunTsb PyHKUMOHMPOBAHNE CAMOCTOATENBHOIO U
cneumannanpoBaHHoro pasgena "MIHgpopmaunoHHas 6e3onacHoCTb", B paMkax KOTOpOro
npeaycMoTpeTb pasMeLleHre crneyoLwen nHpopmaummn:

[Mpunoxenune N 1. Namsatka gns obyyarowmxca ob
NHpopmMauMoHHON 6e3o0nacHOCTU AeTen

MpunoxeHne N 1
HENb3A
1. Bcem nogpsag coobLiaTe CBOK YacTHYH MHGOpMaumnio (HacToswme nms, dhamunumio, TenedoH,
agpec, HOMep LUKOSbI, a Takke doTorpadum CBOU, CBOEN CEMbU N OPY3€EN);
2. OTkpbIBaTb BroOXeHHble danbl 3NIeKTPOHHOM NOYThl, KOrga He 3Haellb OTNpaBUTENs;
3. ['pybuTb, NpuanpaThCs, OKasbliBaTh AaBIEHNE - BECTU Ce0S HEBEXMBO U arpecCuBHO;
4. He pacnopspkancsa geHbramm TBoen ceMmbin 6e3 paspelleHuns cTaplumx - Bcerga crnpalivsan
poauTenen;
5. He BcTpeyvarica ¢ IHTepHeT-3HakoMbIMU B pearibHOM XU3HWU - MOCOBETYNCS CO B3POCHbIM,
KOTOpOMY [OBepseLlb.
OCTOPOXHO
1. He Bce nuwyT npaeay. Yntaews o cebe Henpasay B HTepHeTe - coobLum 06 3TomM CBOUM
poauTensM Uy onekyHam;
2. MNpurnawatoT nepennceiBaTbCA, Urpatb, 0OMEHUBATLCS - NPOBEPbL, HET NN NOABOXA;
3. He3akoHHOe konupoBaHue dannos B IHTepHeTe - BOPOBCTBO;



4. Bcerpa pacckasbiBal B3pocrnbiM 0 NpobrieMax B CETU - OHM BCeraa noMoryT;

5. Micnonb3y HacTporikm 6€30nacHOCTM U NPUBATHOCTU, YTODObI HE MNOTEPATHL CBOU aKKayHThI B
CoLCeTSX M Apyrux nopranax.

MOXHO

1. YBaxan gpyrux nonb3oBaTtenem;

2. Monb3yelwbca HTEPHET-UCTOYHNKOM - AeNan CCbISIKy Ha HEro;

3. OTKpbIBaN TOMBLKO TE CCbISIKK, B KOTOPbIX YBEPEH;

4. ObwaTtbCcs 3a NOMOLLbI B3POCHbIM - POAUTENN, ONEKYHbl U aAMUHUCTPaLUA CanToB Bcerga
NOMOryT;

5. Mponan obydeHne Ha canTe "CeTeBMYOK" 1M NOSyYmM nacnopT LMpoBoro rpaxgaHunHal

Mpunoxenne N 2. IHpopmaumoHHaa namMaTka ans
oby4aroLmnxcs ans pasmeLweHmna Ha odounymanbHbIX
NHTEpPHET-pecypcax

MpunoxeHne N 2
C kaxgbIM roAOM MOMOAEXMN B MHTEPHETE CTAHOBUTCS Gonblue, a LUKONbHMKA OHM U3 CaMbiX
aKTMBHbIX Nonb3oBatenen PyHeta. Mexay TeM, MOMMMO OrPOMHOIO KONIMYeCTBa BO3MOXHOCTEN,
WHTEPHET HeceT 1 NpobnemMbl. 3Ta NamMATka SOMmKHa NoMoYb Tebe 6e3onacHO HaxoauTbCS B CETU.
KomnbloTepHble BUPYCbI
KoMnboTepHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHBLIX NPOrpamMmm, OTANYUTENbHOM
0COBEHHOCTBIO KOTOPOU SABNAETCA CNOCOBHOCTL K pa3MHOXeHUI0. B gononHeHne K aToMy, BUPYChI
MOTYT NOBPEANTb UIM NOSTHOCTLIO YHUYTOXNTL BCe dhansbl U AaHHbIE, NOAKOHTPOSbHbIE
nonb30BaTeNo, OT UMEHU KOTOPOro Obinia 3anyLleHa 3apaxeHHas nporpaMmma, a Takke noBpeaunTb
U gaxe yHUYTOXMUTb ONEPALMOHHYI0 CUCTEMY CO BCceMy dpannamu B uenom. B 6onbluvHcTBe
Clny4yaeB pacrnpoCTPaHATCA BUPYChl Yepe3 MHTEPHET.
MeToabl 3amnThl OT BPEOOHOCHbLIX NPOrpaMm:
1. icnonb3yi coBpeMeHHbIe OnepaunoHHbIe CUCTEMbI, UMEILLME CEPbE3HbIN YPOBEHDb 3aLUNTbI OT
BPEOOHOCHbIX NpOorpamMmm;
2. MNocTosiHHO ycTaHaBnmMBau navtu (LMdpoBbIE 3annaTky, KOTOpble aBTOMATUYECKM
yCTaHaBNUBaKTCH C Lenbio JopaboTky nporpaMmel) U Apyrme o6HOBNEHNS CBOEN OnepaLMoHHON
cuctembl. CkadmBam Ux TONbKO ¢ odhmumansHoro cavta paspabotumka OC. Ecnun cywectsyeT
pexvnM aBToMaTnyecKoro 06HOBMNEHWS!, BKIKOYN €r0;
3. PaboTaln Ha cBoeM KOMMblOTEpe NoJ npaBamMu Nonb3oBaTens, a He agMUHUCTpaTopa. OTO He
Nno3BONUT BONMBLUNMHCTBY BPEAOHOCHbLIX MPOrpaMmM MHCTaNIMpoBaTbCsl HA TBOEM NEPCOHANbHOM
KomnbloTEpE;
4. Vicnonb3yn aHTUBMPYCHbIE NMPOrpamMMHbIe MPOAYKTbl U3BECTHLIX NPOU3BOAUTENEN, C
aBToMaTU4ecknm obHoBneHneM 6as;
5. OrpaHuyb husnyecknin JOCTYN K KOMNbIOTEPY A5 NOCTOPOHHUX NUL,;
6. Vcnonb3yn BHELIHWEe HocUTeNn nHopmarmm, Takme Kak doreLuka, AnNCcK unu damn ua
WHTepHeTa, TONbKO 13 NPOBEPEHHBLIX UCTOYHUKOB;
7. He oTkpbIiBan KOMNbOTEPHbIE hainbl, MOMYyYEHHbIE N3 HEHAOEXHbIX MCTOYHUKOB. Jaxe Te
hannbl, KOTOpblE NpUcnan TBOW 3HAaKOMbIN. Jlydlle yTOYHN y HEro, OTNPaBsAn fiv OH Tebe ux.
Cetn WI-FI



Wi-Fi - aT0 He B1A nepefayun AaHHbIX, HE TEXHOMNOrMsS, a BCEro nuib 6peHa, mapka. Ewe B 1991
rogy HMaepnaHackas komnaHusa sapeructpupoBana 6peng "WECA", 4to 0603Havano
cnosocoyeTaHune "Wireless Fidelity", koTopbilni nepeBoanTcs Kak "6ecnpoBogHasi TOMHOCTL".

[o Hawero BpeMeHu gowuna agpyras abbpesunaTypa, KoTopasi ABNSAETCA TaKOW XXe TEXHOMOIMEN.
310 abbpeBnaTtypa "Wi-Fi". Takoe Ha3BaHMe ObINO 4aHO C HAMEKOM Ha CTaHOapT BbiCLLEN
3BYKOBOM TexXHUKM Hi-Fi, 4To B nepeBoge 03HayaeT "BbICOKas TOYHOCTbL".

[a, 6ecnnaTHbIi MHTEPHET-A0CTYN B Kade, OTENAX M asponopTax ABNAETCA OTIMYHON
BO3MOXXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe aKkcnepTbl cuMTaroT, 4To obwenocTtynHble Wi-Fi
ceTn He aBnsATCca 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTM paboTbl B 06LenocTynHbix ceTax Wi-fi:

1. He nepepgaBan cBoto nu4yHyto nHdopmaumo yepes obenoctynHole Wi-Fi cetn. PaboTas B HUX,
XenaTtenbHO He BBOAWUTb Naponun AOCTyna, NOrnHbl U Kakue-To HoOMepa;

2. Ncnonb3yi n 06HOBNAN aHTMBUPYCHbIE NporpaMmbl U BpaHamayep. Tem cambiM Tbl
obesonacuwlb cebs OT 3aKayku BUpyca Ha TBOE YCTPOWUCTBO;

3. Mpwn ncnonesoBannmn Wi-Fi oTknoum doyHkumio "O6Lwmin gocTyn K dpainam n npuHtepam”.
[aHHaa dyHKUMS 3aKpbiTa MO YMOMNYaHMo, 04HaKo HEKOTOpPLIE NOMb30BaTENM aKTUBMPYIOT ee Ans
yaobcTBa UCnonb3oBaHUsA B paboTe unm yyebe;

4. He ncnonbayn nyonunyHbii WI-FI ons nepegaym nnyHbIX 4aHHbIX, HANpUMep AN Bbixoda B
coumnarnbHble CETU UMK B SNEKTPOHHYIO MOYTY;

5. Micnonb3yi Tonbko 3alumiieHHoe coeanHeHme Yyepe3 HTTPS, a He HTTP, T.e. npn Habope Be6-
agpeca BBoau nmeHHo "https://";

6. B mobunbHoM TenedoHe oTknoum yHkumio "MogknoveHune k Wi-Fi aBTomatnyeckun". He
AornycKkan aBTOMaTMYecKoro NoAkYeHns yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.
CouunanbHble ceTu

CounanbHble CeTU aKTUBHO BXOAAT B HALLY XXM3Hb, MHOTME NIOAM paboTalT 1 XUBYT Tam
nocTosiHHO, a B Facebook yxxe 3apernctpupoBaH munnmapg 4enoBek, YTo ABNAeTCs OAHOM
ceabMOW BCeX Xutenen nnaHetbl. MHoOrne nonb3oBaTeniv He MOHMMAIT, YTO MHdOPMaLUS,
pasmelleHHasl UMW B coLMarnbHbIX CETAX, MOXeT ObiTb HangeHa 1 NCNoNib30BaHa KEM YrogHo, B
TOM 4mncne He 06s3aTeNbHO ¢ BGnarmMm HamepeHUsIMK.

OcHOBHble CcOBETbI N0 6€30MacHOCTM B COLMarbHbIX CETAX:

1. OrpaHnyb cnncok apysen. Y 1ebs B Apy3bsix HE AOMKHO OblTb CIyYalHbIX U HE3HAKOMbIX
noaen;

2. 3awmuan CBO YacTHYHO XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOeEro
POXOEHUSA 1 APYry0 NUYHYH0 MHGOPMaLMIO. 3M0YMbILLIEHHUKMA MOTYT UCMNOMb30BaTh AaXe
MHOpMALNIO O TOM, KaK Tbl U TBOV POAUTENM NNAHMPYETE NPOBECTU KaHUKYIbI;

3. 3awumwlan ceoto penyTaumio - AepXu ee B YMCTOTE U 3agaBan cebe Bonpoc: xoten 6bl Thl,
4YTOObI Apyrue Nonb3oBaTenn BUAENN, YTO Thl 3arpyxaeLwb? MNogyman, npexae 4em 4To-To
onybnukoBaTb, HanNUcaTb U 3arpysnThb;

4. Ecnu Tbl roBopuLLIb C NIIOABMW, KOTOPbIX HE 3HAELLb, HE UCMONb3yM CBOE pearibHoe UMS U
APYrYyH NUYHYO MHAOPMaLMK: UMS, MECTO XXUTENbCTBA, MECTO y4elbl 1 NpoYeE;

5. N3beran pasmelleHmns gotorpadcumn B IHTepHeTe, rae Tbl M300paXkeH Ha MECTHOCTU, MO
KOTOPOM MOXHO ONpeaennTb TBOE MECTOMOSIOXKEHME;

6. Mpwn pernctpaumm B coumanbHom ceTu HeobXoaANMMO UCMNONb30BaTh CIOXHbIE NapOnu,
cocTtoswme n3 6yks u LMdp 1 C KOIMYECTBOM 3HAKOB HE MeHee §;



7. 0ns coumanbHOM CeTu, NOYThl U APYrMX CanTOB HEOOXOAMMO MCMOMbL30BaTh pasHbie Naponu.
Torga ecnu Teb5 B3nomatoT, TO 3MOYMbILUNEHHUKM NOMyYaT 4OCTYN TOMNbKO K OQHOMY MECTY, a He
BO BCe cpaay.

ONeKTPOHHbIE AeHbIn

OneKTPOHHbIE AeHbIM - 3TO OYeHb YA0OHbLIN cnocob nnaTexen, ogHaKO CyLLECTBYHOT MOLUEHHUKMN,
KOTOpble XOTAT NONYYnTb 3TN AEHbIN.

OneKTPOHHbIE AeHbIM MOSABUNNCL COBCEM HEAaBHO W MMEHHO 13-3a 3TOr0 BO MHOIMUX
rocygapcTeax 4O CMX MOpP He NPOMMCaHO MPO HUX B 3aKOHaX.

B Poccuun e oHU OYHKUMOHUPYIOT N O HUX y>Ke NPONUCaHO B 3aKOHe, rae UX pasgenstoT Ha
HEeCKOIIbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIE. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOpbIX pa3peluaeTcsa NpoBoauTb onepauumn 6e3 ngeHTudgurkalmm nons3osBaTens, a B
HEeaHOHUMHbIX MAEHTUUKALUMS Nonb3oBaTens ABnseTca obsa3aTenbHON.

Takke cnefyet pasnuyaTb 3NEKTPOHHbIE hraTHble AeHbrM (paBHbl FOCYAAaPCTBEHHbLIM BantoTam) 1
3NEKTPOHHbIE HebmaTHbIE AeHbIM (HE paBHbI FOCY4apPCTBEHHbIM BantoTam).

OcHoBHble coBeTbl N0 6e3onacHol paboTe ¢ ANEKTPOHHLIMU AEHbraMu:

1. MpuBsXM K cHeTy MOBUNBHBLIN TenedoH. ITO caMblt YAOOHbIN U ObICTPLIN CNOCO6
BOCCT@HOBUTL AOCTYM K cHeTy. [NpuBs3aHHbIN TenedoH NOMOXET, ecnu 3abyaellb CBOW
nnaTexHbl Naposib UK 3argellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Vicnonb3yn ogHopasoBble naponu. Nocne nepexoda Ha yCUNeHHYo aBTopusaunio tebe yxe He
OyaeT yrpoxaTb ONacHOCTb KpaXku Unuv nepexeaTta NraTeXxHoro napons;

3. Bbibepu crnoxHbin napone. MNpecTtynHukam GyaeT He NpoCcTOo yradaTh COXHbIA Naposb.
HagexHble naponu - 3To Naponn, KOTopble CoaepXaT He MeHee 8 3HaKOB U BKIOYalT B cebs
CTPOYHbIE M NPOMUCHbIE BYKBbI, LMPbI 1 HECKOJNBKO CUMBOMOB, Takne Kak 3Hak gonnapa, dyHTa,
BOCKNMLaTemNbHbIN 3HaK U T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE AAHHbIE HA canTax, KOTOPbIM HE AOBEpPSELLb.

AneKTpoHHas no4Ta

OneKkTpoHHas noyTa - 3TO TEXHOMOrMSA 1 NPeaoCcTaBNsAeMble €10 YCyr MO Nepechisike n
NOMNYyYEHUIO ANEKTPOHHBIX COOBLLEHUI, KOTOPbIE pacnpefensoTCs B KOMNbIOTEPHON CETU.
OObIYHO 3MEKTPOHHBIN NOYTOBLIV ALLUK BbIFNAAUT Crieayolwmm obpasom:
MMS_Nonb3oBaTeNA@umsa_aomMeHa. Takke Kpome nepegaym NpocToro TeKCTa, UMeeTcs
BO3MOXHOCTb nepefaBaTtb ansnbl.

OcHoBHble coBeThbl No 6e3onacHon paboTe ¢ 3NEeKTPOHHOW NOYTOMN:

1. Hago BbIGpaTh NpaBusibHbIN NOYTOBLIM CEPBUC. B MHTEpHETE eCcTb OrpOMHbIN BbIGOP
GecnnaTHbIX MOYTOBbIX CEPBUCOB, OAHAKO Myylle 4OBEPATb TEM, KOro 3Haellb U KTO NepBbIi B
pPEeNTUHre;

2. He ykasbiBayn B NMM4HOM NoYTe NUYHYy0 MHdopmauuio. Hanpumep, nyJiie BbiGpaThb
"My3blkanbHbIN_aHaTt@" unu "pok2013" BmecTto "temal3";

3. Vicnonb3yin AByxaTanHy aBTopuauunto. To Korga noMUMO Naposis HY>KHO BBOAUTb KOA,
npucbinaembin no SMS;

4. Bbibepu cnoxHbii naponb. [Ons Kaxaoro noYToBOro silmka AomKeH ObiTb CBOW HAOEXHbIN,
YCTOMYUBBIN K B3NIOMY Naposib;

5. Ecnn ecTb BO3MOXHOCTb HanMcaTb CamoOMy CBOW MINYHbIA BONPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. lcnonb3yi HECKONBbKO MOYTOBLIX ALWMKOB. [1epBbIi 4151 YAaCTHOW NeEpPENNCKN C agpecaTtamu,
KOTOpbIM Thbl JOBEpPSiELlb. DTO NIEKTPOHHbIV aApec He HaA0 UCMONb30BaTb NPU perncTpauun Ha
dopymax u cantax;



7. He oTkpbiBan dhannbl U Apyrve BrOXeHUs B NMCbMax, Aaxke eCrnmv OHU NPULLIIM OT TBOUX
apy3en. Jlydlie yTo4YHN Y HUX, OTNPaBNAnM N oHU Tebe 3Tn dannebl;

8. Nocne okoH4YaHusA paboTbl HA NOYTOBOM CepBUCE Nnepes 3akpbiTUEM BKIaAKU C CAUTOM He
3abyab HaxaTb Ha "Bbiitun".

KnbepOynnuHr nnm BuptyanbHoe nsgeBaTenbLCTBO

KnbepObynnuHr - npecnegoBaHme coobLeHnsaMmn, cogepxalumMmm ockopbneHus, arpeccutio,
3anyrvBaHue; XynmraHcTBo; coumanbHoe BONKOTUPOBAHNE C MOMOLLIbIO Pa3fMYHbIX UHTEPHET-
CepBUCOB.

OcHOBHble coBeThbl N0 6opbbe ¢ kMOepOYNIIMHIOM:

1. He 6pocarica B 60M. Jlyqwmin cnocob: NnoOCOBETOBATLCA Kak cebsi BECTU U, €CNU HET TOro, K KOMY
MOXHO 06paTUTLCS, TO BHavane ycnokouTbcs. Ecnm Tbl HAaYHELb OTBeYaTb OCKOPONEeHNAMU Ha
0OCKOpOeHUst, TO TONbKO eLle Borblle pasoxKellb KOHIUKT;

2. YnpaBnsu ceoen knbeppenytaunen;

3. AHOHUMHOCTb B ceTV MHUMas. CyLeCcTBYIOT CNOCOOLI BbIICHUTb, KTO CTOUT 32 aHOHUMHbIM
aKKayHTOM;

4. He cTOMT BECTU XYyNUraHCKUA 06pa3 BUPTyarbHOW XU3HWU. IHTepHeT brKcmMpyeT Bce TBOU
OENCTBUS U COXPaAHSAET MX. YAanuTb ux OyaeT KparHe 3aTpYAHUTENbHO;

5. Cobntogar cBoK BUPTYarnbHY YeCTb CMOSOAY;

6. NIrHopupyn eauHUYHbIN HeraTtne. OgHOpa3oBble 0CKOPOUTENbHbIE COOBLLIEHMS Nyylle
nrHopmpoBaTb. OBbIYHO arpeccusi NpekpaLlaeTcs Ha HavanbHOW cTaguuy;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMU COOBLLEHNAMMN, B COLMAnbHbIX CETAX
€CTb BO3MOXHOCTb GMTOKMPOBKM OTMPaBKM COOBLLIEHMI C OnpeaeneHHbIX aapecos;

8. Ecnu Tbl cBMAeTenNb kKnbepobynnuHra. TBOM OENCTBUS: BbICTYNUTbL NPOTUB NpecneaoBaTens,
nokasaTb emy, YTO ero AenCTBUS OLLEHMBAKOTCHA HEraTMBHO, NoaaepXaTb XepTBY, KOTOPOW HyXKHa
ncuxonornyeckas NoMoLLb, COOOLMTb B3pOCHbIM O ddakTe arpeCCUMBHOMO NOBEAEHUS B CETU.
Mo6unbHbIN TenedoH

CoBpeMeHHble CMapTdOHbI 1 MaHLWweThl cogepXat B cebe BnonHe B3pocnbIn pyHKUMOHaAnN, 1
Tenepb OHM MOTYT KOHKYpPMpOBaTb CO CTaLMOHapHbIMU KoMnbloTepamu. OgHako, CPeacTB 3aluTbl
ANs Nogo6HbIX YCTPOMCTB NOKa 04eHb Marno. TecTMpoBaHmne 1 NOUCK YSI3BUMOCTEN B HUX
NPOUCXOANT HE TaK MHTEHCUBHO, Kak aAngd K, To e camoe kacaeTcs 1 MOOUITbHbBIX MPUMOXKEHUN.
CoBpeMeHHble MOBUIbHbIE Bpay3epbl yXKe NpakTU4eCckn AOorHanm HacToNbHble aHanoru, ogHako
paclmpeHne yHKLMOoHana sne4veT 3a cobor 60mbLUyH CMOXHOCTb U MEHbLLYIO 3aLLULLEHHOCTb.
[aneko He Bce NPON3BOANTENN BbINyCKatoT OOHOBMNEHWS], 3aKpbIBalOLLNE KPUTUYECKNE YA3BMMOCTH
AJ151 CBOUX YCTPOMCTB.

OcHoBHbIe coBeThbl Anst 6e30nacHOCTM MOBUNBHOro TenedoHa:

Hwuuero He sBnsieTcs no-Hactoswemy 6ecnnaTHbIM. Byab ocTopoxeH, Beab korga Tebe
npegnaratT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbIThI KAKMe-TO NnaTHbIe YCNyru;
Oymaii, npexae yem otnpaButb SMS, poTo nnm Buaeo. Tel TOYHO 3HaELWb, rae oHM OyayT B
KOHEYHOM uTore?

HeobxoanMmMo 0OHOBNATEL ONEepaunoHHYH CUCTEMY TBOErO CMapTAOHa;

Mcnonb3yi aHTMBUPYCHbIE NPOrpaMmbl 4Nt MOOUIbHBIX TENEOHOB;

He 3arpyai npunoxeHusi OT HEM3BECTHOIO UCTOYHMKA, BeAb OHM MOTYT COAEepXaTb BPEAOHOCHOe
nporpamMmmHoe obecneveHune;

[Mocne Toro Kak Thl BbINAELLb C CalTa, rAe BBOAUI NIMYHYIO MHGOPMaLMIO, 3aian B HACTPOWKIM
Opaysepa 1 yganu cookies;

Mepuoanyeckn NpoBepsin, Kakme nraTHbIe YCIyrn akTMBUPOBaHbI Ha TBOEM HOMEPE;



HaBari cBor Homep MOBUNbHOro TenedoHa TOMbKO NAAM, KOTOPbLIX Thl 3HAELb U KOMY
AoBepseLlb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOrga Thl UM HE NoNb3yelwbes. He 3abbiBan nHoraa
npoBepsATb 3TO.

Online urpsbl

CoBpeMeHHble OHNaNH-Urpbl - 3TO KPaCoYHbIe, 3axBaThiBalOLLMe pa3BnevyeHus, oobeanHsoLwme
COTHU ThICAY YenoBek No BceMy mupy. Irpoku uccneayoTt AaHHbIA UM MUp, obLwatoTcs Apyr ¢
OPYroMm, BbIMOMHSAIOT 3aaHunsl, CPaXKarTCs C MOHCTPaMU 1 Nony4yaroT onbIT. 3a yA0BOMNbCTBUE OHM
nNaTsaT: NOKynawT AMCK, ONfaynBaloT aboOHEMEHT U NpMoBpeTatoT Kakue-To Onuuu.

Bce aTn cpegcTtBa uayT Ha nogaepXaHve u pasBuTMe Urpbl, a Takke Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCSH CUCTEMbI aBTOPU3aLMn, BbIMYCKAKOTCA HOBble NaTyu (LMpoBbIe 3annaTku
ANS NporpamMM), 3aKpbIiBaloTCS YSI3BUMOCTM CEPBEPOB.

B nogo6HbIX urpax CTouT onacaTbCsi He CTOMNbKO CBOMX COMEPHUKOB, CKOJTbKO KPaXkn TBOEro
napons, Ha KOTOPOM OCHOBaHa cucTeMa aBTopusauum 60NbLUMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30NacHOCTY TBOEro UTPOBOIO akKayHTa:

1. Ecnu gpyroni nrpok Beget cebs nnoxo unm co3gaet Tebe HenpusaTHOCTU, 3abnoKMpym ero B
CMUCKE UrPOKOB;

2. MNMoxanynca agMUMHUCTpaTopam Urpbl Ha Noxoe NoBeAeHne 3TOro Urpoka, XenatensHo
NPUNOXNTb Kakne-To AokasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBal nn4yHyto nHGopMauuio B npodanne urpsbl;

4. YBaxan Opyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnvBain HeoduumanbHble natim n Mogbl;

6. Vicnonb3ymn CrnoXxHble 1 pasHble Naponu;

7. Daxe BO BpeEMS Urpbl HE CTOUT OTKIMOYaTb aHTMBUPYC. [oka Tbl Urpaellb, TBOW KOMMNbIOTEP
MOTYT 3apasnTb.

DULWIMHT UMK KpaXKa NMUYHBbIX AaHHbIX

OObI4HOM Kpaxken AeHer U JOKYMEHTOB CEroHS y>Ke HUKOro He YAUBWLLb, HO C pa3BUTUEM
WHTEPHET-TEXHONOIMI 3rI0YMBbILLIIEHHUKN MEPEMECTUNNCE B UHTEPHET, U NPOAOIIKa0T
3aHuMaTbCs "ndumMbIM" aenom.

Tak nosiBUNacb HOBas yrpo3a: UHTEPHET-MOLUEHHNYECTBA UM (OULLIMHT, FMaBHas Liefnb KOTOPOro
COCTOUT B NOJTy4eHUn KoOHUAeHLMarnbHbIX JaHHbIX Nonb3oBaTenei - NOrmHOB 1 naponen. Ha
aHrnumnckom a3bike phishing untaetca kak guwmHr (ot fishing - peibHasa noens, password -
naponb).

OcHoBHble coBeTbl Mo 6opbbe ¢ pULLNHIOM:

1. Cneawn 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaeLlb, YTO TBOA aHkeTa Gbina B3nomaHa, 1o
HeobxoaMmo 3abnokMpoBaTh ee 1 coobLWMTb agMUHUCTpaTopam pecypca 06 3TOM Kak MOXHO
CKopee;

2. Nicnonb3yn 6e3onacHble Be6-CalThbl, B TOM YMCIE, UHTEPHET-MarasnmHoOB U MOUCKOBBLIX CUCTEM;
3. Vicnonb3yi crioxHble 1 pasHble naponu. Takum obpasom, ecnu Tebsi B3nomatoT, TO
3M10yMbILLUMIEHHUKN NONyYaT AOCTYN TONbKO K OAHOMY TBOEMY NPOMUIII0 B CETU, @ HE KO BCEM;

4. Ecnu Tebsa B3nomanu, To Heob6xoaMMO npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpbIe
pobaBneHbl y Tebs B Opy3bsx, 0 TOM, YTO Tebs B3anomanu U, BO3MOXHO, OT TBOEro uMmeHu byaet
paccblniaTtbCs Cnam U CCbIfIKM Ha (PULLIMHIOBbIE CalThl;

5. YctanoBu HagexHbi naponb (PIN) Ha MoGunbHbIN TenedoH;

6. OTknOYN coxpaHeHne napons B 6paysepe;



7. He oTkpblBan chansbl U Apyrue BrOXEHUS B MMCbMaXx, JaXe eCrv OHW NPULLIK OT TBOMUX
apy3en. Jlydiie yTo4HN Y HUX, OTNPaBNANM N oHn Tebe aTn dannbl.

UuncdpoBas penyTtauus

LincdbpoBas penytaums - 3T0 HeraTUBHasi Uy NO3UTUBHAsA MHAOpMaLUsa B ceTh o Tebe.
KomnpomeTupytowasa nHopmMaums, pasmeLleHHasa B UHTEPHETE, MOXET Cepbe3HbiM 06pa3om
0TPasnTbCH Ha TBOEW pearibHOM Xn3HW. "Lindposas penytaums” - 3To TBOM MMUOXK, KOTOPbIN
dopmmpyeTcs 13 nHgopmaumm o Tebe B UHTEPHETE.

TBOE MecTO XUTenbcTBa, y4ebbl, TBOE (PMHAHCOBOE NOMoXeHne, 0COBEHHOCTN XapakTepa U
pacckasbl 0 6rIM3KNX - BCE 3TO HaKanmMBaeTCcs B CETHU.

MHorne nogpoCTKN NIErKOMbBICITEHHO OTHOCATCA K NyOnunkaumm nn4Hon nHgpopmauum B IHTepHeTe,
He NoHVMMas BO3MOXHbIX NOCNeACTBUA. Thl JaXe He CMOXeLllb JoragaTbCa O TOM, YTO
doTorpacus, pasmelleHHas 5 neT Hasag, ctana NpUMYNHOM OTKasa NpUHATL Tebs Ha paboTy.
KommeHTapuu, pasmelleHne TBonx doTorpaduii u apyrme eNCTBUS MOTYT HE NCHE3HYTh Jaxe
nocre Toro, Kak Tbl UX yaanuib. Tbl HE 3HaeLUb, KTO COXpaHWU 3Ty MHopMaLuuto, nonana nm oHa
B MOMCKOBbIE CUCTEMbI U COXpaHWach N1 OHa, a rMaBHoe: YTO NogymatoT O Tebe okpyxaroLme
noau, KoTopble HaNQYT 1 YBUAAT 3T0. HanTn nHopmMaLmio MHOrO neT CnycTs CMoXeT Nnobon -
Kak 13 4o0pbIx NOOYXOEHW, TaKk U C HAMEPEHMNEM MPUYNHUTL BPen. DTO MOXET ObITb KTO YyrogHo.
OcHOBHbIe COBETbI NO 3awuTe UMpoBOn penyTaLlmm:

1. NMoayman, npexage 4Yem 4To-To Ny6rmMkoBaTb U NepegaBaTh y cebsa B 6nore nnu B coumarnbHoOm
ceTu;

2. B HacTpovkax npoduris yCTaHOBM OrpaHUYeHust Ha NpoCMOTpP TBOEro npodmnsa u ero
coaepXnmoro, caenan ero Tornbko "ons apysen”;

3. He pasmeLuali 1 He ykasbiBar MHOPMaLMIO, KOTOpasi MOXKET KOro-rimbo ockoponsTb nnm
obuxaTtb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOJTbHUKN - aKTUBHbIE MOMNb30BaTeNM uMdpoBoro npoctpaHcTea. OgHako ganeko
He BCe 3Hal0T, YTO MOSIb30BaHNE MHOTMMMW BO3MOXHOCTAMM LIMPOBOro Mmnpa tpedyer
cobniogeHns npaB Ha UHTENNEeKTyarnbHY0 COOCTBEHHOCTb.

TepMuH "MHTENNeKkTyansHass COOCTBEHHOCTL" OTHOCUTCA K PasnmMyHbIM TBOPEHUSIM YENTOBEYECKOrO
yMa, HauyMHas ¢ HOBbIX N306peTeHMI 1 3HAKOB, 0003HaYaLLMX COBCTBEHHOCTb Ha NP OAYKThI U1
yCnyru, 1 3akaH4ymBas KHUramu, potorpaunamm, KMHoPUIbMamMm 1 My3blkarbHbIMU
nNpoun3BeAeHNAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEKTyarnbHyt0 COOCTBEHHOCTb Ha NPON3BEAEHMUS HAYKM,
nuTepaTypbl N NCKyccTBa. ABTOPCKME NpaBa BbICTYNatoT B KAYECTBE rapaHTun TOro, YTo
WMHTENNEeKTyanbHbIA/TBOPYECKUI TPYA aBTopa He ByAeT HanpacHbIM, JAcT eMy crpaBeanuBbie
BO3MOXXHOCTM 3apaboTaTb Ha peaynbTaTtax CBOEro Tpyaa, nonyyYnTb N3BECTHOCTb U MPU3HAHKE.
HukTo 6e3 paspelleHns aBTopa He MOXET BOCNPOUN3BOAUTbL €r0 NMPOM3BEAEHNE, PACNPOCTPaHATD,
ny6rnYHO 4EMOHCTPMpOBaTh, NpoAaBaTth, MMMOPTUPOBATL, NyckaTb B NpoKaT, Nyonm4Ho
NCMOJHATb, NOKa3bIBaTb/UCMNOMNHATL B adhmpe nnm pasmeLLatb B HTepHeTe.

Mcnonb3oBaHwue "nmpaTckoro” nporpaMMHOro obecrneyeHns MoxeT NPUBECTU K MHOTUM pUCKaM: OT
noTepu AaHHbIX K TBOMM akkayHTam 40 GrIOKMPOBKKM TBOEro YCTPOWCTBA, rAe yCTaHoBIEHa
HeneranbHaga nporpamma. He ctonT Takxke 3abbiBaTb, YTO CYLLLECTBYHOT fieranbHble U 6ecnnaTHble
nporpamMmbl, KOTOPbIE MOXHO HANTW B CETW.

O noprane



CeTeBUYOK.p - TBOW rMaBHbIN COBETYMK B CeTU. 34eCb Thl MOXELUb Y3HaTb 0 6e3onacHoCTM B
CeTU NOHATHbLIM U AOCTYMHbLIM SA3bIKOM, @ NP BO3HUKHOBEHMWN KPUTUYECKOW CUTyauumn obpatutbes
3a COBETOM. A Takxe NPUHATb y4acTue B KOHKYpCax U CTaTb caMbiM LIMAPOBLIM rpaykaaHnHom!

MpunoxeHune N 3. NamaTtka gna pogutenen ob
NHpopmMaumMoHHON 6e30nacHOCTU AeTeN

MpunoxeHne N 3
OnpepeneHne TepmuHa "MHdopMaLmoHHas 6e3onacHocTb aeten” coagepxutcs B PegepanbHOM
3akoHe N 436-93 "O 3awmTte geten ot MHopmaLmm, NpUYMHSIOLWLEN Bpead UX 340P0BbI0 U
pasBuUTUD", PerynmpyoLmMm OTHOLLEHUS!, CBA3aHHbIE C 3alUMTON AeTeln OT MHopmaumu,
NPUYNHAIOLLEN Bpen UX 300POBbI0 U (Unn) passuTtuto. CornacHo gaHHOMY 3aKOHY
"MHJopMaLMOHHasn 6e3onacHOCTb AeTen" - 3TO COCTOSIHME 3aLLUMLLEHHOCTU, NPU KOTOPOM
OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYUHEHMEM MHGOPMaLUMeEN Bpeaa nx 340poBbto U (Mnn)
PU3NYECKOMY, NCUXMYECKOMY, AYXOBHOMY, HP@BCTBEHHOMY Pa3BUTUIO.
B cuny ®enepansHoro 3akoHa N 436-93 nHdopmaumen, npuamHsoLWen Bpes 300poBbio U (M)
pas3BUTUIO AETEN, ABNSAETCSA:
1. MHpopMaLms, 3anpeLLeHHas anst pacnpocTpaHeHUa cpean oeTen;
2. Hhopmaums, pacnpocTpaHeHne KOTOPOW OrpaHMYeHo cpeamn aeTen onpeneneHHblx
BO3PaCTHbIX KaTeropumn.

3. K nHpopmaumm, sanpeLleHHoOn Ang pacnpoCcTpaHeHnsa cpean geTen, OTHOCUTCS:

4. nHdopmaums, nobyxaatoLlasi AeTen K COBEPLUEHNIO AENCTBUIN, NPeACTaBNSAIOLMX Yrpo3y MX
XWN3HU 1 (UNK) 300POBLI0, B T.4. MPUYMHEHUNIO Bpeda CBOEMY 300POBbLI0, CaMOybUNCTBY;

5. cnocoBbHOCTb BbI3BaTh Yy AeTew XenaHue ynotpebutb HapKkoTUYeckMe cpeacTea, NCUXOTPOMNHbIE
n (Mnv) ogypMaHuvBaroLue BellecTBa, TabayHble N3AenNVs, ankoronbHY U CMMPTOCOAEPKALLYO
NPOAYKLUMIO, MMBO U HANUTKWN, N3roTaBMIMBAEMbIE HA €r0 OCHOBE; MPUHATL y4acTne B a3apTHbIX
urpax, 3aHumaTbCs NPOCTUTYLMEN, BPOASKHNYECTBOM MMM NMOMPOLLANHNYECTBOM;

6. obocHOBbIBaOLWasa unu onpaeabiBaroLLas 4ONYCTUMOCTb HACKUMSA U (MNK) XXeCTOKOCTU Nnbo
nobyxaarLLas ocyLLEeCTBATbL HACUNbCTBEHHbIE 4ENCTBUA MO OTHOLLEHUIO K NIOASAM U XUBOTHbLIM;
7. oTpyuatoLasa ceMenHble LEHHOCTN 1 opMUpYOLLAs HEeYBaXXeHne K pogutenam u (unv) apyrum
yrieHam CeMbM;

8. onpaBabiBatoLLlas NPOTUBOMNPaBHOE NOBeAEHWE;

9. cogepxallas HeLeH3ypHyo BpaHb;

10. cogepxallasa nHdopmauuno NnopHorpaguyeckoro xapakrepa.

K nHdopmauun, pacnpoctpaHeHre KOTOPOWN OrpaHMYeHo cpeau neTen onpeaeneHHoro Bo3pacTa,
OTHOCMTCS:

1. nHdopmaumsa, npeacTaBnsgemas B BUAE M300paKEHUS NN ONUCAHUS KECTOKOCTU, (hU3NYECKOro
1 (MNKN) NCUXNYECKOro HACUMKUS, NPECTYNMEHNS UNN UHOTO aHTMOBLLEeCTBEHHOro AeNCTBUS;

2. BbI3blBatoLL@a y AeTeln CTpax, yxac Unun naHuky, B T.4. NpeacTaBnsgemasi B Buae nsobpaxeHus
UIM ONUCaHUA B YHMXKalOLLIE YeroBeYveckoe JOCTOMHCTBO (DOPME HEHACUITbCTBEHHON CMepPTH,
3aboneBaHusl, camoybuincTea, HeCHaCTHOro crnyyas, aBapum Unm katactpodbl 1 (Un) mx
nocneacTBuUm;

3. npeacraBnsemas B Buae M300paxkeHns Unm onncaHmns nonoBbIX OTHOLLEHUN MEXAY MYXYMHON
M XKEHLLWHOWN;

4. copgepxallas OpaHHble CroBa U BbIPaXXEHUS, HE OTHOCSLLMECS K HELLEH3YPHOW BpaHu.
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C y4eTom atoro Bam npepgnaratotcst npaBuna paboTtel B ceTn VIHTEpHET ANst pasnvyHbIX
BO3PAaCTHbIX KaTeropuin, cobnogeHmne KoTopbiX NO3BONUT 0b6ecnevnTb MHPOPMALMOHHYHO
©e3onacHoOCTb BalLUX OeTeN.

O6wue npaBuna Ans poauTtenemn

1. HezaBncumo ot Bo3pacTta pebeHka ucnornb3ynTte nporpaMmHoe obecneyeHune, nomorarllee
Pu1nbTpOBaTh U KOHTPONMPOBATL MHOPMALMIO, HO He noriarakTechb NOMHOCTLIO Ha Hero. Bawe
BHUMaHWE K peOEHKY - rMaBHbIA METOA 3aLMUThI.

2. Ecnu Baw pebeHok umeeT akkayHT Ha O4HOM M3 coumnanbHbix cepaucos (Livedournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTENbLHO N3Yy4nTE, KaKyto MHpOPMaLMIO MOMELLAIOT ero
Yy4aCTHUMKKN B CBOMX Npodunsix n 6norax, Bkrntoyas gotorpadun n BUaeo.

3. lNpoBepbTe, C KAKMMN OPYIMMX CalnTaMn CBA3aH coumanbHbIn cepBuc Bawero pebeHka.
CTtpaHunykm Bawwero pebeHka MoryT 6biTb 6€30MacHbIMU, HO MOTYT U COAEPXKaTb CChINKM Ha
HexxenaTerbHble U onacHble canTbl (Hanpumep, NOPHOCANT, UK CalT, Ha KOTOPOM ApYr
ynoMnHaeT HOMep COoToBoro TenedoHa Bawero pebeHka nnv Baw gomaluHuim agpec).

4. NMoowpsanTe Bawnx geten coobiat 060 BCEM CTPAHHOM UIM OTTaNKMBAKOLEM U HE CIULLKOM
OCTpO pearmpymnTe, Koraa oHv 3To genatoT (M3-3a onaceHus NoTepsiTb JOCTYN K VIHTepHeTY aetu
He roBOpPSAT poauTensam o NnpobremMax, a Takke MOryT HayaTb UCMNOJb30BaTh VIHTEpPHET BHE AoMa U
LUKONbI).

5. byabTe B Kypce ceTeBon Xun3Hu Baluero pebeHka. NHTepecynTech, KTO ux Apy3bsa B UHTepHeT
TakK Xe, Kak MHTepecyeTeCb pearnbHbIMU OPY3bSMU.

Bo3pact oT 7 go 8 ner

B NHTepHeTe pebeHoK cTapaeTcsa NOCETUTb Te U NHbIE CalTbl, @ BO3MOXHO U YaTbl,
paspeLleHne Ha NoceLleHne KOTOPbIX OH He nony4un Obl OT poguTenen. Noatomy poantensam
0COBEHHO nones3Hbl 6yayT Te OTYEThI, KOTOPbIE NPEeOCTaBNAKTCS NporpaMmmMamMun No orpaHUYeHunto
ncnonb3oBaHua MHTepHeTa, T.e. POANTENBCKUI KOHTPOSb UK TO, YTO Bbl CMOXETE YBMAETb BO
BpeMeHHbIX harinax. B pesynbTaTte, y pebeHka He OyaeT ouyLeHuns:, YTo 3a HUM BeaeTcs
NMOCTOSHHbINA KOHTPOSb, O4HAaKO, poauTenu 6yayT No-NpexHeMy 3HaTb, KakMe canTbl noceLlaeTt nx
pebeHok. [leTn B JaHHOM Bo3pacTe 06riafgatoT CUbHbIM YyBCTBOM CEMbW, OHU JOBEPUUBLI U HE
COMHeBatoTCs B aBTopuTeTax. OHM nobAaT nrpatb B CETEBbIE UMPbl U NYTELIECTBOBATL MO
MHTepHeTy, MCNONb3ys SNEKTPOHHYHO NOYTY, 3aX0AUTb Ha CanlThbl U YaTbl, HE PEKOMEHOOBAHHbIE
poanTensamu.

CoBeTbl N0 6esonacHocTn B ceTn MIHTepHeT ons aeten 7-8 net

1. CospganTe cnuMcok AOMaLUHUX NpaBun nocelleHns IHTepHeTa npu yyactumn geten n Tpebynte
€ro BbINOSHEHNS.

2. Tpebynte o1 Bawwero pebeHka cobnofeHns BpEMEHHbIX HOPM Hax0oXOeHNs 32 KOMMbIOTEPOM.
Mokaxute pebeHky, 4To Bbl HabnogaeTe 3a HAM He NOTOMY 4YTO Bam 3TO XoueTcs, a NoToMy YTO
Bbl 6ecnokounTeck 0 ero 6e3omacHOCTU U BCerga rotoBbl eMy MOMOYb.

3. KomnbtoTep ¢ nogknoveHmeM Kk IHTEpHETY O0SMKEH HaxoaMTbCsa B O0LLE KOMHaTe noj
NPUCMOTPOM poauTenen.

4. Ncnonb3ynTe crneumarnbHble AeTCKME MOUCKOBbLIE MALUUHBbI.

5. Ncnonb3ynTe cpeactea 6NoKMpoBaHUSA HexenaTenbHOro KOHTEHTa Kak AOMOSIHEHNE K
CcTaHgapTHOMY PoauTenbCKoOMy KOHTPOStO.

6. Co3pgainTe CEMENHbIN 3NEKTPOHHbIN AWK, YTOObI HE MO3BOMNTL AETAM MMETb COOCTBEHHbIE
agpeca.

7. briokupynTe JOCTyn K caiTam ¢ 6ecnnaTHbIMU NOYTOBLIMU SALLMKAMU C MOMOLLbIO
COOTBETCTBYHLLErO NPOrpaMMHOro obecneveHus.



8. MNpuyunte geten copetoBaTbCs ¢ Bamu nepepn onybnvkoBaHMeEM Kakon-nmbo nHdopmaumm
CpeacTBamm 3f1EKTPOHHOM NOYTLI, YaTOB, PErMCTPALNOHHBIX OPM 1 NPOdUNEN.

9. Hayunte geTten He 3arpyxaTtb dawinbl, nporpammMbl UM My3bliky 6e3 Ballero cornacusi.

10. He paspeluaiTe 4eTaM MCNOMb30BaTh Ciy>KObl MTHOBEHHOrO 0OMeHa COOBLLEHMAMM.

11. B "6enbIn" cnmvcok canToB, paspeLleHHbIX A58 NoceLleHns, BHOCUTE TOMNbKO CanThbl C XOpOoLUen
penyTtauunen.

12. He 3a6biBariTe 6ecenoBaTb C 4eTbMU 00 UX ApPYy3bsax B VIHTEpHETE, Kak ecnu Obl pedb Lwa o
APY3bsiX B peanbHOW XU3HW.

13. He genaiite "taby" n3 BONpOCOB NOJIOBOW XWU3HW, TaK Kak B VIHTEpHETE OEeTU MOTYT ferko
HaTKHYTbCH Ha NOpHOrpaduio nnn canTbl "ang B3pocnbix"”.

14. Mpuyunte Bawwero pebeHka coobliatb Bam 0 NOBLIX yrpo3ax unm Tpesorax, CBA3aHHbIX C
NuTepHeTom. OcTaBanTeChb CNOKOWHBLIMWU M HANMOMHUTE OETSM, YTO OHU B 6e30MacHOCTK, ecnu
camu pacckasarnu Bam 0 CBoux Tpeorax. [loxsanuTte ux 1 NocoBeTynTe NogONTU eLle pas3 B
noJo6GHbIX criyvasx.

Bo3spacT geten ot 9 o 12 netr

B naHHOM BO3pacTe 4eTn, Kak NpaBumo, yXKe HacrbllWaHbl 0 TOM, Kakasi UHhopMauns cyLlecTsyeT
B NHTepHeTe. CoBepLUEHHO HOPMAaIbHO, YTO OHM XOTAT 3TO YBMAETh, NPOYECTb, yenbiwath. [pu
9TOM HYXXHO MOMHUWTb, YTO AOCTYM K HEXenaTeNbHbIM MaTepuanam MOXHO nerko 3abrnoknposatb
npu NoMoLLmM cpeacts PoauTenbcKoro KOHTPons.

CoBeTbl N0 be3onacHocTy anga aeten ot 9 go 12 ner

1. Co3ganTe cnMcok AOMalUHUX NpaBui nocelleHmnsa VIHTepHeT npu ydactum geten n tpebyinte ero
BbINOSTHEHUS.

2. TpebynTe oT Bawero pebeHka cobnogeHMst HOPM HaXOXAEHWS 3a KOMMbIOTEPOM.

3. Habntoganite 3a pebeHkom npu paboTe 3a KOMMLIOTEPOM, NOKaXUTe eMy, 4To Bbl 6ecnokontech
0 ero 6e30MacHOCTM 1 BCeraa rotToBbl OKa3aTb My MOMOLLb.

4. KomnbloTep ¢ NoakntoyeHnem B VIHTEpPHET O0IMKEH HAX0AMTbCs B 00LLEl KOMHaTe noj
NPUCMOTPOM POAUTENEN.

5. NcnonbayiiTe cpenctesa OMOKMPOBaHNS HEXENaTeNbHOro KOHTEHTA Kak JOMOMHEeHne K
cTaHaapTHOMY PoauTensckomy KOHTPOSHO.

6. He 3abbiBanTe npyHMMaTh HENOCPEACTBEHHOE yHacTue B XU13HU pebeHka, beceoBath C
AeTbMu 00 X Apy3bsx B VIHTepHeTe.

7. HactamnBanite, 4ToObl A€TU HMKOrA4A HE cornallanunucb Ha NIYHbIE BCTPEYM C APY3bsiMU MO
WHTepHeTy.

8. MNo3BonsinTe 4eTsaM 3axX0AnTb TONbKO Ha caiThl U3 "6enoro” cnmncka, KOTopbI co3ganTe BMecTe
C HUMW.

9. Mpuyunte geTen HUKOrAa He BblgaBaThb MUYHY MHAOPMAaLMIO CpeacTBaMu SMIEKTPOHHOM
NoYThbl, YaTOB, CUCTEM MIHOBEHHOrO 0OMeHa COOBLLEHNAMM, PETUCTPALMOHHBIX OOPM, JINYHBIX
npogunen n Npu perncTpaunmn Ha KoHKypcol B IHTepHeTe.

10. MpuyunTe geten He 3arpyxaTb nporpammbl 6e3 Bawero paspewenus. O6bsaAcCHUTE UM, YTO
OHM MOTYT CIy4alHO 3arpy3nTb BUPYChl UM APYroe HeXenaTterbHoe nporpaMmmMHoe obecneyeHue.
11. Co3pgante Bawemy pebeHKy orpaHMYeHHY y4eTHYHO 3anncb s paboTbl Ha KoMMbloTepe.

12. Mpuyunte Bawero pebeHka coobuiatb Bam O NOObLIX yrpo3ax nnm TPeBOrax, CBA3aHHbIX C
WHTepHeTOM. HanomHuTe aeTsiM, 4TO OHKM B 6€30MacHOCTM, eCNM CaMuy pacckasany Bam O CBOUX
TpeBorax u onaceHusx.

13. PacckaxuTte getam o nopHorpadum B IHTepHeTe.



14. HactavBainTe Ha TOM, 4TOObI AeTU NPeaoCTaBNANM BaM AOCTYM K CBOEWN 3MEKTPOHHOM MoYyTe,
4YTOObI Bbl YOEAWUINCH, YTO OHM He OOLLaTCs C HE3HAKOMLAMM.

15. O6bACHUTE OETAM, YTO HENb3sl UCMOMb30BaTh CETb A5 XyNUraHcTBa, pacnpoCTpaHeHus
CrfieTeH Unn yrpos.

Bo3spacTt petenn ot 13 go 17 net

B aTom Bo3pacTe NogpoCTKU aKTUBHO UCNOSb3YHOT NMOUCKOBbIE MaLUWHbBI, NOMb3YyTCA
3NEKTPOHHON NOYTON, CNy>k6aMy MrHOBEHHOTO OOMEHa COOBLLEHUAMMU, CKaYMBaOT MY3bIKY U
punbmbl. Mansynkam B 3ToM Bo3pacTe 6onbLie no HpaBy CMeTaTb BCE OrpaHUYEHUs, OHU XKaxKayT
rpyooro toMmopa, asapTHbIX Urp, KAPTUHOK "Ansa B3pochbix". [leBoYkM npegnovmTatoT odwaTecs B
yaTax, Npu 3TOM OHM ropasgo bornee YyBCTBUTENbHbI K CEKCyalbHbIM AOMOraTefnibCTBam B
WHTepHeTe.

3avacTyo B JaHHOM BO3pacTe POAUTENSAM y>Ke BeCbMa CIOXHO KOHTPONMpoBaTh CBOMX AETEN,
Tak kak 06 HTepHeTe OHM yXKe 3HalOT 3Ha4YnUTENbHO Borblue CBOUX poauTenen. Tem He MeHee, He
oTnyckanTe geten B "cBobogHoe nnaesaHue" no NHTepHeTy. CTapanTecb akTMBHO y4acTBOBaTh B
o0weHun pebeHka B VIHTepHeTe.

BaxkHO no-npexxHemy cTporo cobniogate npasuna VIHTepHeT-6e30nMacHOCTU - cornalleHne Mexay
poouTenamu n getbMu. Kpome Toro, He06X0AMMO Kak MOXHO 4Yallle NnpocMaTpuBaTb OTYETHI O
peatensHocTu geten B MiHTepHeTe. CnenyeT o6paTuTb BHUMaHMe Ha HeobXxoaMMOCTb
cofepXaHunsi poanTEnbCKUX naporen (naponen agMUHUCTPATOPOB) B CTPOrOM CeKkpeTe U
00paTuTb BHMMaHMEe Ha CTPOroCTb 3TUX Napornen.

CoBeTbl N0 6e3onacHoOCTN B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3sganTe cnMcok AOMaLUHUX NpaBui nocelleHns VIHTepHeTa npu y4acTum nogpocTKoB U
TpebynTe 6e3yCrnoBHOrO €ro BbiNnosiHeHusi. O6roBopuTe ¢ pe6EHKOM CMUCOK 3anpeLLeHHbIX CalToB
("4epHbIi cnncok"), Yackl paboTbl B IHTepHETe, pyKOBOACTBO MO 06LeHuto B VIHTepHeTe (B TOM
yucne B Yartax).

2. KomnbloTep ¢ nogknoyeHneM k cetn VMIHTepHeT JOImKeH HaXoaMUTbCs B 0bLL el KoMHaTe.

3. He 3abbiBante 6ecenoBath ¢ AeTbMu 00 X Opy3bsax B VIHTepHeTe, O TOM, YEM OHM 3aHATHI
Takum obpasoM, OyaTo peyb MaeT O APY3bsX B pearibHOM xu13HK. CnpalmnBanTe o Noasx, ¢
KOTOpbIMU AeTK 0OLLaTCA NOCPEeACTBOM CINYX0 MIHOBEHHOro o6MeHa coobLeHnAMM, YTOObI
y6eanTbCsa, 4TO 9TM NOAN UM 3HAKOMBI.

4. Ncnonb3yinTe cpeacTBa OOKMpPOBaHNS HEXXenaTenbHOro KOHTEHTa Kak AOMOJTHEHUE K
cTaHaapTHOMY PoauTensckoMy KOHTPOSHO.

5. HeobxoomMmMo 3HaTb, Kakumu Yatamm nonb3yotcsa Bawm getu. MNoolwpanTte ncnons3osaHne
MOLEPUPYEMbIX YaTOB 1 HacTaMBanTe, YTOObI AeTM He 06LWanucb B MpMBaTHOM peXume.

6. HactamBawnTte Ha ToM, YTOObI AETWN HUKOTA4A HE BCTPEeYanuch fIMYHO C ApY3bsMU U3 CETU
WHTepHeT.

7. NpuyynTte geTen He BblgaBaTb CBOK NNYHYIO MHGOPMALUUIO CpeaCcTBaMU SNEKTPOHHON NOYThI,
YyaToB, CUCTEM MFHOBEHHOrO 0OMeHa COOBLLEHMSAMU, PETMCTPALIMOHHBIX hOPM, NIMYHBLIX MPpodUnen
M NpU perncTpaumm Ha KOHKypcCbl B VIHTepHeTe.

8. MNpuyunte geten He 3arpyxaTtb nporpaMmmbl 6e3 Bawero paspeweHms. OObACHUTE UM, YTO OHU
MOTyT CryYanHo 3arpy3nTb BUPYCbl UMW OPYroe HexenaTenbHoe nporpaMmMmHoe obecneveHme.

9. Mpuyunte Bawero pebeHka coobaTb Bam 0 fobbIX yrpo3ax Unmn TpeBorax, CBA3aHHbIX C
MHTepHeTOM. HanomHunTe aetsim, 4To OHM B 6€30MacHOCTM, eCrv cCamun pacckasanu Bam, O CBOUX
yrposax unu tpesorax. [oxsanurte nx n NnocoBeTynTe NOAOWNTH eLle pa3 B NogOOHbIX cryyasx.



10. Pacckaxunte getam o nopHorpadgum B IHTepHeTe. [lomornte um 3awmtntbCcs OT cnama.
HayunTe nogpocTkoB He BblaaBaTh B VIHTEpHETE CBOEro peanbHOro 3f1EKTPOHHOMO agpeca, He
OTBeYaTb Ha HexenaTenbHble MMCbMa M UCMNOoNb30BaTh cneumarnbHble NoYToBble PUNbTPHLI.

11. MpuyunTe cebs 3HAKOMUTLCS C CanTamMm, KOTOpblE NMOCELLAT NOAPOCTKM.

12. HayuuTe geten yBaxaTb ApYrnx B UHTEPHeTE. Y6eanTech, YTO OHM 3HAKOT O TOM, YTO NpaBuna
XOpoLlero noBeAeHnst AENCTBYIOT Be3ae - AaXe B BUPTyarlbHOM MUpE.

13. O6bsACHNTE AETAM, YTO HU B KOEM Clydae Hemnb3s ucnonb3oBaTtb CeTb AN XynNUraHcTea,
pacnpoCcTpaHeHnst CNeTeH U yrpo3 ApYrMM Noaam.

14. O6cyante ¢ NogpocTKammn Npobrnembl CETEBBLIX a3apTHbIX UIP U UX BO3MOXHbIN PUCK.
HanomMHuTe, 4TO AeTN HE MOTYT UrpaTb B 3TW UIPbl COMNACHO 3aKOHY.

[MOCTOSAHHO KOHTPONMPYNTE UCNorb3oBaHne VMIHTepHeTa Bawmm pebeHkom! 3To He HapyLleHne
€ro NINYHOro NpPOCTpaHCTBa, a Mepa NPegoCTOPOXHOCTU 1 NposiBfieHne Balwien pogutensckom
OTBETCTBEHHOCTM 1 3a60ThlI.



