IHamsaTkn 00 uHGopmannonHoii 6e3onacHocTu s odyyarmuxes MPTK.

IMamsaTka aas o0yyaromuxcsi 00 MHPOPMAIMOHHOW 0€30MaCHOCTH aeTel

Henb3sa

1. Bcem moapsim cooOmate CBOIO 4YacTHYHO HWH(MOpPMAIHIO (HACTOSIIIAE WM,
dbamunuio, TenedoH, aapec, HOMep LIKOJbI, a Takxke GoTorpaduu cBou, CBOeiceMbH U Ipy3ei);

2. OTKpbIBaTh BJIOXEHHBIE (DAlIbl AIEKTPOHHOW TMOYTHI, KOTJa HE 3Haellb
OTIIPaBUTEIS;

3. ['pyOuTh, npuaupaThCs, OKa3bIBaTh JaBJICHHE - BECTU ce0s HEBEXKIUBO U
arpeccuBHO;

4, He pacnopsbxaiics neHbramu TBoel ceMbt 0e3 pa3peleHus CTapIiux -
BCETJIa CIIPAIINBAN POJUTENEH;

5. He Bcrpeuaiics ¢ VHTEepHET-3HAKOMBIMA B PEIBHOW JKU3HMU -
IIOCOBETYHCS CO B3POCIIBIM, KOTOPOMY J0BEPSEIIb.

OcTOpOKHO

1. He Bce numyt npaay. UYutaems o cebe Hempasny B MHTepHere -
€0001111 00 ATOM CBOMM POJUTEINISIM UM ONEKYHAM;

2. [Ipurnamaror nepenuceiBaThCs, UTPaTh, OOMEHUBATHCS - IPOBEPH, HETIIN MOJBOXA;

3. He3zakonHoe konupoBanue ¢aiinos B IHTepHETE - BOPOBCTBO;

4, Bceerna pacckaspiBail B3pocibIM O MpoOsieMax B CETH - OHU BCETJarioMOTyT;

5. Wcnonp3yit HacTpoiiku 0€30MacHOCTH M NMPUBATHOCTH, YTOOBI HEMOTEPSITh CBOU
AKKAyHTBI B COLICETSIX U JIPYTUX MOpTasax.

MoxHO

1. VBakall Ipyrux Moyb30BaTeNel;

2. [onp3yenrbcst UHTEpHET-UCTOYHUKOM - JIeall CChUIKY Ha HETO;

3. OTKpBIBaii TOJIBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4, OOpamiarbcst 32 TOMOIIBIO  B3POCIBIM - PpOAMUTENH,  OMNEKYHbl H

AIMUHUCTpAlNA CaliTOB BCerjaa moMor yT

HNudopmanuonnass mnamMsiTka I o0y4yawIIUXcsi I pa3MelleHHs] Ha
o(puuMATbHBIX HHTEPHET-Pecypcax

KoMnbrorepHble BUPYCHI

KoMmiproTepHbIii BUPYC - 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrPaMM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBIISI€TCSI CIIOCOOHOCTh K pa3sMHOXKEHHIO. B 1omosHeHHe K 3ToMy,
BUPYCBHI MOT'YT ITOBPEIUTDH WM TOJTHOCTHIO YHUUYTOXKUTD BCe (Paifiibl M JaHHbIE, TOJKOHTPOJIbHbIE
I0JIb30BATENI0, OT MMEHU KOTOPOro ObUIa3amnylleHa 3apakeHHas IpOorpaMMa, a TaKkKe MOBPEIUTh
WIN J1aKe YHUYTOXXKUThH OINEPALMOHHYIO CUCTEMY CO BceMH (paiiimamu B 1enaoM. B GonbinimHCTBE
CJIy4aeB pacIpOCTPaHAIOTCS BUPYCHI UY€PE3 UHTECPHET.


https://mrtk-edu.ru/news/pamyatki-dlya-obuchayuschihsya-ob-informatsionnoj-/
https://mrtk-edu.ru/news/pamyatki-dlya-obuchayuschihsya-ob-informatsionnoj-/
https://mrtk-edu.ru/news/pamyatki-dlya-obuchayuschihsya-ob-informatsionnoj-/
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MeToabl 3alIMTHI OT BPeIOHOCHBIX POIrPaMM:



1. Hcnonb3yil CcOBpEMEHHBIE ONEPAIMOHHBIE CHUCTEMBI, HMEIOIIUE CEPbE3HbIN
YPOBEHb 3aLIUTHI OT BPEAOHOCHBIX MPOTpaMM;

2. [ToctrosiHHO ycTaHaBiMBail mautu (LKM(POBBIE 3aIIATKH, KOTOPhIE aBTOMAaTUYECKU
YCTAHABJIMBAIOTCS C LENBIO TIOPAOOTKH MPOTpaMMBbl) U JPYrue0oOHOBIICHHUS CBOCH OTIepaliMOHHON
cucteMbl. CkaunBail UX TOJBKO C odummaibHOro caifita pazpadorunka OC. Ecnu cymecTByeT
PEKUM aBTOMAaTUYECKOTO OOHOBJIEHUS,BKIIIOUH €T0;

3. Paboraii Ha cBoeM KOMIbIOTEpE IO IIpaBaMM I0Jb30BaTeNsd, a He
aJMUHHUCTpATOpa. DTO HE MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM MHCTAJUIUPOBATHCS
Ha TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4, Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMHBIC ITPOTYKTHI K3BECTHBIX MTPOU3BOIUTEIICH,
C aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

S. Orpannyb (pU3HUECKUI JOCTYN K KOMIBIOTEPY JAJISl IOCTOPOHHMX JIHII,

6. Hcnonp3yit BHEITHUE HOCUTEIH HH(POPMAIIMH, TaKKe Kak (IICIKa, IMCK WIn (aii

N3 MHTCPHCTA, TOJIBKO U3 IMPOBCPCHHLIX HCTOYHUKOB,

7. He oTkpbIBail KOMIIBIOTEpHBIE (halIbI, TOJYyYEHHbIE U3 HEHA/IEKHBIX HCTOUHUKOB.
Jaxe Te ¢aiinbl, KOTOpble IpUCIal TBOW 3HAKOMBINA. Jlydle yro4HHy HEro, OTIpaBiIsl JU OH
Tebe ux.

Ceru WI-FI

Wi-Fi - 3T0 He BU nepeauu JaHHBIX, HE TEXHOJIOTHSI, a BCETro JIMIb OpeHa,Mapka. Eine
B 1991 romy muaepnaniackas kommnanus 3apeructpupoBana Openn WECA', uyto o6o3Hauano
cioBocouetanue "Wireless Fidelity”, koTopslit mepeBoauTcs Kak "GeCIpoOBOAHAS TOYHOCTH" .

Jlo Hamero BpeMeHH IOIIa Jpyras a0OpeBuarypa, KOTOpasl SIBISICTCS TaKOW ke
TexHojoruei. Oto abopesuarypa "Wi-Fi"'. Takoe Ha3BaHue OBLIO TaHO C HAMEKOM Ha CTaHIAPT
BBICIIICH 3ByKOBO# TexHuKH Hi-Fi, 4T0 B mepeBoie 03HauaeT"BbICOKAsi TOUHOCTB".

Ja, OecruiaTHBIA MHTEPHET-IOCTYI B Kade, OTENSAX W adpOoNopTax SIBISETCS OTIUYHOM
BO3MOYKHOCTBIO BBIXO/Ia B HHTepHET. HO MHOTHE SKCHEPTHI CUUTAIOT, 4T000IeaocTynHbie Wi-Fi
CETH HE SIBIISIOTCSA OE30MaCHBIMH.

CoBeTbl 110 (6€30MaCHOCTH PadoOTHI B 001IeK0CTYNHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro nmunyo uHpopmaimio yepe3 odmenoctynabie Wi-Fi cetn.
PaboTast B HUX, ’KeaTeNbHO HEe BBOJUTH MMAapOJIM JOCTYIA, JOTMHBI U KaKHe-TO HOMEpa;

2. Hcnonb3yit 1 0OHOBIAN aHTUBUPYCHBIE NMPOrpaMMBbl U OpaHamayep. Tem cambIM
ThI 00€30MacuIllb ce0sl OT 3aKaYKH BUPYCa HA TBOE YCTPOMCTRO;

3. [Tpu ncnonw3oBanuun Wi-Fi otkmoun ¢yHkuuo "OOmmit noctyn k ¢aiinam u
npuntepam". JlaHHasg (yHKUMSA 3aKpbITa MO yYMOJIYaHUIO, OJIHAKO HEKOTOPBIE IOJIb30BaTENIH
aKTUBUPYIOT €€ JUIsl y100CTBa HCII0JIb30BaHMs B paboTe win y4eoe;

4, He ncnone3yit nyonuunsiii WI-FI a1 nepenaun TUYHbBIX TaHHBIX, HAIpUMEp IS
BBIXO/1a B COLIMAJIbHBIE CETH UJIU B 3JIEKTPOHHYIO MOYTY;
S. Hcnonb3yit Tonbko 3amuiieHHoe coennHenue yepe3 HTTPS, a ne

HTTP, T.e. mpu Habope BeO-ampeca BBOM nMeHHO "https://*;



6. B wmoOwmsHOM Tenedone oTkmoun  pyaknuio "Tlogkmouenune k- Wi-Fi
aBToMaTruecku". He momyckail aBTOMaTHYECKOrO MOJIKIIOUEHHs ycTpoicTBa kcetsim Wi-Fi 6e3
TBOETO COTJIacHsl.

CouuanbHble ceTu

CounanpHble CETH aKTMBHO BXOJAT B HAI'y )KU3Hb, MHOTHE JIFOJM PAOOTAIOT M KHUBYT TaM
NOCTOSHHO. MHOTHEe TOJb30BaTeNd HE IMOHHMMAIOT, 4YTO HH(OpMarus, pa3MenieHHas UMU B
COIIMAIBHBIX CETAX, MOXET OBITh HalJieHa M HCIOJIb30BaHAa KEM YrOJHO, B TOM YHCIE HE
00s3aTeNpHO ¢ 0JIarMMH HaMEPEHUSIMH.

OcCHOBHbBIE COBETHI 10 0€30I1aCHOCTH B CouaJbHBIX CETHX:

1. OrpaHndb CHUCOK Jpy3ed. Y TeOs B JIpYy3bsAX HE JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIFOICH;
2. 3amuinaii CBOI0 4acTHYIO JKu3Hb. He ykasbiBail mapomnu, TenedoHsl, aapeca, AaTy

TBOETO POXKICHUS U IPYTYI0 JUYHYIO WHGOpMaIuio. 3MOYMBIIUICHHUKH MOTYT HCIOJNb30BaTh
Jake HH()OPMAIIUIO O TOM, KaK Thl H TBOUPOJIUTEIH INIAHUPYETE MTPOBECTH KAHUKYITBI;

3. 3aiuiaii CBOK penyTaluio - IepKU €€ B YUCTOTE U 3aaBail cebe BOIpoc: XOTel
OBI ThI, YTOOBI IPyTUe TOJIH30BATEIIM BUICIH, YTO ThI 3arpyxaeiib? [logymaii, mpexie 4em 9ro-
TO OIyOJIMKOBATh, HAITUCATD U 3arPY3UTh;

4. Ecnu ThI rOBOpHUIIIB C JIFOJIEMU, KOTOPBIX HE 3HACIIH, HE HCIIOJIb3YH CBOE peallbHOE
UMs ¥ IPYTYIO JTUYHYIO HH(OPMALIUU: UMSI, MECTO JKUTEIHCTBA, MECTO YI€ObI U ITpoYee;

5. N3beraii pasmenienust ¢otorpaduidi B HMHTepHETEe, T/AE€ Thl H300pakeH Ha
MECTHOCTH, T10 KOTOPOI MOKHO OIPEJICITUTh TBOE MECTOTIOJIOKEHUE;

6. [Ipu perucrpanuu B COLMAIBHOM CETHM HEOOXOAMMO HCIOJB30BaTh CIOKHbBIE
[apoJiu, cocTosIue U3 OyKB U UGP U C KOINYECTBOM 3HAKOB HE MeHee 8;

1. Jnst conumanbHOM CeTHU, MOYTHI W JAPYTUX CAUTOB HEOOXOAMMO HCIIOJIb30BAThH
pasnbie maponu. Torna ecnu Te0si B3IOMAIOT, TO 3OYMBIIUIEHHUKH MOMy4YaT JAOCTYI TOJIBKO K
OJHOMY MECTY, a HE BO BCE Cpasy.

ONEKTPOHHBIE JEHBIU

ONEKTPOHHbIE JEHBIU - 3TO OYEHb YJOOHBIM Croco0 miaTexed, OAHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOIYYUTh 3TU ACHBIH.

ONEKTPOHHbIE JEHbIU MOSIBUJIMCH COBCEM HEIABHO M MMEHHO H3-3a 3TOTO0 BOMHOTHUX
rocyapcTBax O CUX IOp HE MPONMCAHO PO HUX B 3aKOHAX.

B Poccun e oHr QyHKIIMOHUPYIOT ¥ O HUX YK€ IPOIUCAHO B 3aKOHE, TJI€ MXPa3eisioT Ha
HECKOJIBKO BHUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO aHOHHUMHBIE - 3TO T€, B
KOTOpBIX pa3pelaeTcss MPOBOJIUTH oOnepanuu 0e3 HaeHTU(UKALKUKW T0Jb30BaTeNlsl, a B
HEaHOHMMHBIX MJIeHTH(UKALKS TOJIb30BATENS ABISETCS 005S3aTEIbHOM.

Takxe crnenyer pa3nnyaTh AJIEKTPOHHbIE (pUAaTHBIE AEHBIU (PaBHBI TOCYAAPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIE He(praTHBIE IeHbIU (HE PaBHBI FOCYIaPCTBEHHBIM BAJIIOTaM).



OcHOBHbIE COBETHI M0 H€30NMACHOI padoTe ¢ 3JIeKTPOHHBIMM JeHbIAMU:

1. [TpuBsM K cyeTy MOOUIIBHBIHN Terae(oH. DTO caMblil yIOOHBIN U OBICTPHBIN CITOCOO
BOCCTAHOBHUTH JOCTYN K cuery. llpuBsi3anHblli TeneoH NOMOXKET, eciau 3al0ynemb CBOH
IJIATEKHBIN MMAPOJIb UM 3aAEIIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Hcnonw3yit onHopaszoble napoiu. [locie nepexoa Ha YCUIICHHYIO aBTOPH3AIIIO
Tebe yxe He Oy/IeT yrpokaTh ONACHOCTh KPa)kyl MJIU TepexBaTa IJIaTeKHOTo apoJis;
3. Br16epu cioxxHbIit mapostb. [IpectynHukam OyaeT He MpOCTO yraaaTh CIOXKHBIN

napoJib. HagesxxHele maposiy - 3T0o mapojiu, KOTOPBIE COAEPKAT He MeHee 8 3HaKOB M BKIIIOYAIOT B
ce0si CTPOYHBIC U MPOIUCHBIE OYKBBI, IU(GPHI U HECKOJIBKOCUMBOJIOB, TAKHE KaK 3HAK J0JIIapa,
¢byHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tRONg!;;

4. He BBOJHY CBOM JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HE NOBCPACHID.

DJIeKTpOHHAs TOYTa

DJIEKTPOHHAS 110YTa - 3TO TEXHOJOTHS U MPEIOCTABISIEMbIC S0 YCIYTH IO MEPEChUIKE U
MOJTYYEHHUIO JJICKTPOHHBIX COOOIICHH, KOTOPBHIC PACHIPEICIISIIOTCS B KOMIBIOTEPHOH CETH.
OOBIYHO ~ DNEKTPOHHBIA  TOYTOBBIA  SANIMK  BBITTISAUT  CIHEAYIOUIUM  00pa3oM:
UMs_TIOJB30BaTeIA(@HUMs_oMeHa. Takke KpoMe Tepenadd MPOCTOro TEKCTa, HWMEeTCs
BO3MOYKHOCTb IepeiaBaTh (paiiibl.

OcHoBHBIE COBETHI 110 0€30NaCHOI padoTe ¢ 3JIeKTPOHHOM IMOYTOM:

1. Hano BbIOpaTh IpaBWIIbHBIN NOYTOBBIM cepBHC. B HMHTEpHETE €CTh OrpOMHBIN
BbIOOp O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIydlle JOBEPATh TEM,KOro 3Haellb M KTO
IIEPBBIN B PEUTHUHTE;

2. He yka3piBaii B Tu4HOI moute muuHyro nHGopMaruio. Hampumep,aydiie BeIOpaTh
"My3biKanbHbIN _(panat@" unum "pok2013" Bmecto "temal3";

3. Hcnonp3yil IBYXATamHyK aBTOPU3AIMI0. DTO KOT/a MOMUMO Maposisi HY>KHO
BBOJIUTH KOJI, IpHUCHIIaeMblIil 1o SMS;

4, BeiOepu cnoxHbIi maponb. i KaX10ro mo4ToBOrO SIIMKa JTOJKEH OBITh CBOM
HaJIeKHBIH, YCTONUMBBIN K B3JIOMY IIapOJib;

5. Ecin ecTb BO3MOKHOCTB HallMcaThb CaMOMY CBOM JIMUHBIM BOIIPOC,UCIIONb3YH 3TY
BO3MOKHOCTb;

6. Hcronb3yil HECKOIBKO ITOYTOBBIX SIIIMKOB. IIepBBI I 4aCTHOM NEPENHCKU C

azpecaTamMH, KOTOPBIM Tbl OBEPSACIIb. JTO BJIEKTPOHHBIM aJpec HE HAJ0 HCIOJIb30BaTh IIPU
peructpanuu Ha popymax u carax;

1. He otkpeIiBaiit (haiibl U Apyrue BIOKEHHUS B MTUChMaX, JaXkKe €CJIM OHU MPUIILUIA OT
TBOUX JApy3ei. JIyure yrouHu y HUX, OTIPABIISUIH JIU OHU TeOe 3TU (Haiiiibr;

8. [Tocne oxoHuyaHusi pabOTHI Ha TTOYTOBOM CEPBHUCE MEPE]l 3aKPHITUEM BKJIAJKU C
caiiToM He 3a0yabp HakaTh Ha "BeriiT".

KI/I6Cp6YJ'IJII/IHF HJIM BUPTYAJIbHOC U3JICBATCIILCTBO



KubepOymuHr - mpecieioBaHue COOOIEHUSMH, COIEPIKAIIUMU OCKOPOJICHHSI, arpeccHIo,
3aIyTMBaHME; XYJIUTAHCTBO; COLMAIbHOE OOMKOTHPOBAHHE C MOMOIIBIO PA3INYHBIX MHTEPHET-
CEPBHCOB.

OcHoBHBIE cOBeTHI 110 60pbe ¢ KUOepOyJVINHIOM:

1. He Opocaiicst B 60ii. JIyummmii crmoco0: TOCOBETOBATHCS KaK CeOst BECTUH, €CITH HET
TOr0o, K KOMy MOXXHO OOpaTHTbCs, TO BHayaje YCHOKOMTbcA. Eciu Tl HayHellb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO eIie O0JIbIIepa3okKenlb KOH(IHUKT;

2. VYmpasisaii cBoeit kubeppernyTaruei;

3. AHOHUMHOCTH B ceTH MHUMasi. CyIIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 3a
AQHOHUMHBIM aKKayHTOM;

4. He crout Bectn Xynuranckuii o6pa3 BUPTyalbHOM XKU3HU. VIHTEpHET PuKcupyet
BCE TBOM JICHCTBUS M COXPAHSCT UX. Y AAIUTh UX OYJET KpaliHe 3aTPyTHUTEILHO;

S. Cobmronaii CBOIO BUPTYaJIbHYIO YECTh CMOJIOJY;

6. Urnopupyii enuHUYHBIA HeraTuB. OIHOPA30BBIE OCKOPOUTEIBHBIC COOOIICHHS
nydiie urHopupoBaTh. OOBIUHO arpeccust MpeKpalaeTcst Ha Ha4YaJIbHOMCTAIUH;

1. ban arpeccopa. B mnporpammax oOMeHa MTrHOBEHHBIMH COOOILEHUSIMHU, B

COLMAIBHBIX CETAX €CTh BO3MOXXHOCTh OJOKMPOBKH OTIIPABKUA COOOLICHHU C ONPEIeIICHHBIX
aJIPECOB;

8. Ecmu Tl cBunerenp kuOepOyivHra. TBOM JEHCTBUSA: BBICTYIHTH IIPOTUB
npecieaoBatelis, MOKa3aTh €My, YTO €ro JCHCTBHs OIICHHWBAIOTCS HEraTUBHO, MOIJICPXKAaTh
KEPTBY, KOTOPOU HY>KHA MICUXOJIOTHYECKAs [IOMOIIIb, COOOIIUTH B3POCIIBIM O (PaKTe arpeCCHBHOTO
IIOBCACHUA B CCTHU.

MoOunbHbIH TetehoH

CoBpemeHHbIe cMapT(OHBI U TUIAHIIETHI COIepKAT B ce0e BIOTHE B3POCIbIN (D YHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYPHPOBATh CO CTAIlMOHAPHBIMU KoMIlboTepamu. OJHAKO, CPE/ICTB
3aIIUTHI JUIS TOJI00HBIX YCTPOMCTB MOKa O4eHb Majio. TecTupoBaHHUE U MOUCK ySI3BUMOCTEH B HUX
MIPOUCXOIUT HE TaK MHTEHCUBHO,Kak s [1K, To e camoe kacaeTcss 1 MOOMITHHBIX PUITOKCHHIM.

CoBpemMeHHbIE MOOMIIbHBIE Opay3ephl y)Ke MPaKTHYEeCKH JIOTHAJIM HACTOJIbHBIE aHAJOTH,
OJIHAKO pacHiMpeHre (yHKIMOHAa BJEYEeT 3a COOOW OOJBIIYI0 CIO0XHOCTh W MEHBIIYIO
3aIUIIEHHOCTb.

Jlajleko HE BCE MPOM3BOJUTEH BBHITYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIINEKPUTHICCKUE
YSI3BUMOCTH JIJISl CBOMX YCTPOMNCTB.

OcHoBHBIE cOBeTHI 115 0€30MaCHOCTH MOOMJIBHOTO TeJiedoHa:

1. Huuero He siBisieTcst mo-HacTosIeMy OecruiaTHBIM. bysib ocTOposkeH, Beab KOrja
Tebe MpeanaraloT OeCIuIaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAaKHE-TO IIJIaTHBIE YCIIYTH;

2. Hymaii, npexxae ueM otnpaButh SMS, ¢poTo unu Buaeo. Thl TOUHO 3HACIIb, I71€ OHU
OyIyT B KOHEUHOM HTOre?

3. Heo6xo0a1Mo 00HOBIIATE ONEPAIIIOHHYIO CUCTEMY TBOETO CMapT(OHa;
4, Vcnionb3yit aHTUBUPYCHBIE TPOrPaMMBI JUIsI MOOMIIBHBIX TeIe(OHOB;



5. He 3arpyxaii npuioXeHWss OT HEM3BECTHOIO HMCTOYHWKA, BEIb OHUMOTYT
COJIepKaTh BPEIOHOCHOE MPOTPaMMHOE 00ECTICUCHHUE;

6. Ilocne Toro Kak Thl BBIMJCHIL C cailiTa, T/A€ BBOAWUI  JUYHYIO
uH(pOPMaILINIO, 3aii/I1 B HACTPOMKHU Opay3epa u yuanu COOKies;

1. [Tepuoauuecku mpoBepsidl, Kakue IIJIaTHbIE YCIYI'M AKTUBUPOBAaHbI Ha TBOEM
HOMEDE;

8. JlaBaii cBoif HOMEp MOOMIJIBHOTO TeJe(OoHa TOIBKO JIOASIM, KOTOPBIX THI3HACIIb H
KOMY JI0BEpsi€lIb;

9. Bluetooth nomkeH ObITH BBIKIIOYEH, KOT/Ia Tl UM HE MoJb3yellbes. He3aObiBait

HHOT'Ja IPOBCPATH 3TO.

Online urpst

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KpPacOYHBIC, 3aXBaTHIBAIOIIAE pa3BIICUCHMUS,
00BEIMHSIONINE COTHH THICSY YEIOBEK MO BCeMy MHpPY. MrpOKMHCCIEaYIOT NaHHBIA UM MHD,
OOIMIAIOTCS IPYT C IPYTOM, BBIIIOJHSIOT 3a/IaHUS, CPAXKAKOTCS C MOHCTPAMH U MOJTyYaroT OIBIT. 32
yIIOBOJIBCTBHE OHM IUIATAT: MOKYNAIOT JUCK, OTIAYMBAIOT a0OHEMEHT MJIM MPUOOPETAIOT KaKue-
TO OIILIUH.

Bce atH cpencTBa mayT Ha moepKaHue U Pa3BUTHE UTPHI, @ TAK)KE HA CaMy0€301TaCHOCTb:
COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPH3AIMH, BBITYCKAIOTCS HOBBICMIATUU (IIU(PPOBBIC 3aIIATKH
JUIS TIPOTPaMM), 3aKPBIBAIOTCS ySA3BUMOCTH CepBEpOB.B MOZOOHBIX MTrpax CTOUT OmacaThCsl HE
CTOJIBKO CBOUX COIEPHHUKOB, CKOJIBKO KPakKW TBOETO IMapoJis, Ha KOTOPOM OCHOBaHA CHCTEMa
ABTOPHU3AIHMU OOJBIIMHCTBA

Urp.

OcHoBHBIE COBETHI 110 0€30I1aCHOCTH TBOEr0 HIPOBOI0 AKKAYHTA:

1. Ecnmu  pgpyroit  wurpoxk  Bemer ce0s  IUIOXO  WIM  co3maeT  Tebe
HEMPUATHOCTH, 3a0JIOKHPYH €ro B CIUCKE UTPOKOB;

2. IToxanyics agMUHUCTpPAaTOpaM UIPHl HA IIJIOXOE€ IOBEIEHHE JTOr0 UIPOKa,
JKEJaTEeNIbHO ITPUIIOKUTD KAKHUE-TO TOKA3aTeJIbCTBA B BUJE CKPUHOB;

3. He yxa3zpiBaii muuHyto HHGOpMaIuio B npodaiiie urpsl;

4, YBakail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuMaIbHbIE TATYU U MOJBL;

6. Hcrons3yil CII0KHBIE U Pa3HBIE IAPOJIH;

7. Jaxe BO BpeMs UIpbl HE CTOUT OTKIKOYaTh aHTUBHUpYC. Iloka TeIMrpacib, TBOU

KOMITBIOTEP MOTYT 3apa3uTh.

QOUIIMHT WK KpaXka JTMYHBIX JaHHBIX

OOBIYHOIT Kpa)keH IeHeT U IOKYMEHTOB CETOJIHS YK€ HUKOTO He YANBHUIIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJIOTUI  3JIOYMBIIUICHHUKA MEPEeMECTHIMCh B HWHTEPHET, W MPOJOJIKAIOT
3aHUMaTbCA "MOOUMBIM" J1€I0M.

Tak mosiBUIIaCh HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (UILIUHT, TJaBHAS IENb
KOTOPOTO COCTOUT B IIOJy4YCHWH KOH(UACHIMAIBHBIX JAaHHBIX MOJb30BaTeled - JIOTMHOB U
naposeii. Ha anrmuiickom si3bike phishing uuraercs kak ¢pummar (ot fishing - peiOHas 0B,
password - mapoJb).

OcHoBHBIE cOBeTHI 110 O0pKie ¢ pumMHIOM:



1. Cnenu 3a cBOMM aKkKayHTOM. Eciau Tbl 1omo3peBaelllb, YTO TBOS aHKeTa OblLia
B3JIOMaHa, TO He00X0AMMO 3a0JI0KUPOBATh €€ U COOOIINUTE aIMUHICTpaTOpaMmpecypca 00 ITOM Kak
MOYKHO CKOpee;

2. Hcnonb3yit Oe3omacHble BeO-CaliThl, B TOM 4YHCIE, HMHTEPHET- Mara3uHOB H
IIOUCKOBBIX CUCTEM;

3. Hcnonb3yi cinoxHble U pa3Hble naposnd. TakuM o0pa3zoMm, eciiu Te0st B3110MaroT, TO
37I0YMBIIIJICHHUKH TTOJTy4YaT JOCTYII TOJIBKO K OJTHOMY TBOEMY IPOQHIIIO B CETH, a HE KO BCEM;

4, Ecnu 1ebs B3nomanu, To HEOOXOAMMO MpPENYNPENUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE J00aBIEHBI Y TEOS B IPY3bIX, O TOM, UTO T€OS B3JIIOMAJH U, BO3MOXKHO, OT TBOET'O UMEHH
OyzeT pacchUIaThCs ClIaM U CChUIKU Ha (PUIIMHIOBBIE CANThI;

5. Ycranosu HagexHbii maposb (PIN) Ha MOOMIBHBIN TeaedoH;
6. OTxIr0uM coxpaHeHue naposis B Opaysepe;
1. He oTkpbiBail ¢aiisibl u Ipyrue BIOXKEHUS B MMChMaX, Ja)Xe €CIH OHU MPUILIA OT

TBOMX Jipy3ei. Jlyuie yrouHu y HUX, OTIIPABIISIIN JIH OHU TeOe 3Tu (ailibl.

[udposas penyramms

[udposas pemyranus - 3TO HEraTUBHAs WIM NO3UTUBHAs MHQpOpMaLUs B CeTH O Tebe.
Komnpomerupyromas uHpopmanus, pasMelleHHas B MHTEPHETE, MOXKET Cepbe3HbIM 00pa3zoM
OTpa3UThCsA Ha TBOEH peanbHOU >km3HU. "LlndpoBas pemyranmms”" - 3T0 TBOW WUMHUIK, KOTOPBIHA
dbopmupyetcs u3 uHpopMaluu o Tebe B UHTEPHETE.

TBoe MecTO KUTENBCTBA, Y4eObl, TBOE (PHHAHCOBOE IMOJIOKEHHE, 0COOCHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KHX - BCE ATO HAKAIJIMBAETCS B CETH.

MHorue MoJApOCTKH JIETKOMBICTICHHO OTHOCATCS K MyOJIMKAlUU JINYHON HH(pOpMaIuu B
WuTepHeTe, He MOHUMasi BO3MOXHBIX OCiIeACTBUM. Tl Jajke He CMOJKeIllb 10Ta1aThCsl O TOM, 4TO
¢dororpadus, pazmerieHHas 5 1eT Ha3aj, cTajla IPUIMHON OTKa3a MPUHATH Te0s Ha PadoTy.

KommenTapuu, pazmerienue TBoux Gororpaduil u Apyrue JeicTBUsS MOI'YT HE HCUE3HYTh
Jlake MOCJIe TOro, KaK Thl MX YAaJdullb. Thl HE 3Haellb, KTO COXPaHWIATY HH(pOpMalHnio, nomnasia
JU OHAa B IOMCKOBBIE CHUCTEMBl M COXPaHWIACh JIM OHA, aTIJIABHOE: YTO MOAYMAlOT O Tebe
OKpY’Karollue JIIOJIM, KOTOpble HAWIYT W yBUIAT 3T0. HaliTu mH(poOpMaluio MHOTO JIET CIyCTs
CMOXeT JII000M - Kak U3 J0OpBIX MOOYKISHNUH, TaK U C HAMEPEHUEM IPUUMHUTE Bpea. DTO MOKET
OBITH KTO YTOJIHO.

OcHoBHbBIE coBeTHI N0 3a1uTe HUGPOBOI penyTanuu:

1. [Tonymaii, mpexae 4yem 4To-TO MyOJIMKOBaTh U TMepenaBaTh y ceOs BOIOTe WK B
COIIMATLHOM CETH,

2. B Hactpoiikax npo¢uis yCTaHOBH OTpaHUYEHHUs Ha IPOCMOTP TBOETONPOPUIIL U
€ro COAEPKUMOTrO, CAeNal ero TOIbKO "1 apysein”;
3. He pasmemait u He yka3piBail HMH(POPMAIMIO, KOTOpas MOXET KOro-jando

OCKOpOJIATH WM OOMKATh.

ABTOpCKOE TIPaBO



CoBpeMeHHBIE ITKOJIBHUKY - AKTUBHBIE TIOJIB30BaTENH UG POBOTO MpocTpaHcTBa. OHAKO
JTAJIEKO HE BCE 3HAIOT, YTO IOJIb30BAHHE MHOTMMH BO3MOXKHOCTSAMH LIHU(PPOBOTr0 MUpa TpedyeT
COOJIIO/ICHHSI TTPaB HA MHTEJIEKTYalbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIJIEKTyabHasi COOCTBEHHOCTH" OTHOCHTCS K Pa3ju4YHBIM TBOPEHUSM
YeJI0BEYECKOr0 yMa, HauWHas ¢ HOBBIX M300pETeHUI M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
HAa TMPONYKTHl M YCIyTW, M 3aKaHuuMBas KHuramu, ¢otorpadusimMu, KUHOPHIbMaMU H
MY3BIKQJIbHBIMH POW3BEACHHUSIMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HaYKH, JIUTEPATYPBl U UCKYCCTBA. ABTOPCKHE IpaBa BHICTYNAIOT B KAUECTBE TAPAHTUHU TOTO, YTO
MHTEJJICKTYaJIbHBIM/TBOPUECKUNA TPy aBTOpa HEOYIeT HampacHbBIM, J1acT €My CIPaBeIIUBbIC
BO3MOXHOCTH 3apa0oTaTh Hape3yJabTaTaX CBOETO TPYyHa, HOJIYYHTh M3BECTHOCTh U MPHU3HAHUE.
Huxkrto 6e3 pa3peiieHus: aBTopa He MOXKET BOCIPOU3BOIUTH €r0 MPOU3BEACHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, IPOJaBaTh, HMIIOPTUPOBATh, IyCKaTh B IPOKAT, ITYOIUYHO
UCIIOJIHSATH, IOKA3bIBATH/UCIIONHATD B 3GUpe Wi pazMewaTh B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro’ mporpaMMHOTO 0OECIICUeHUSI MOXKET IPUBECTH K MHOTUM
pUCKaM: OT MOTEPHU JaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTpPOICTBa, T
yCTaHOBJICHA HeJlerabHas mporpamMa. He cTouT Taxke 3a0bIBaTh, 4TO CYIIECTBYIOT JIETaIbHbIC
u OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

Hctounuk: ATIOY PC(51) "MPTK" https://mrtk-edu.ru/news/pamyatki-dlya-obuchayuschihsya-ob-
informatsionnoj-/
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